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1 OobsacTh NIpUMEHEHUSA

1.1 HerocynapcTBeHHbIE TMEHCHOHHBIE (DOHIBI SBISIOTCSA OINEpaTOpaMu
IIEPCOHAIBHBIX JAHHBIX B COOTBETCTBUM €O cTaTbed 3 DenepanbHOro 3akoHa
Ne 152-@3, nmostomy 00si3aHBI MPUHUMATh MEPhI, HEOOXOAUMBIE M JOCTATOUHBIC
JUId oOecrieueHus BBINOJIHEHNUS 00s3aHHOCTEN, pelycMOTpeHHbIX denepaabHbIM
3akOHOM Ne 152-®3 W NpUHATHIMH B COOTBETCTBUM C HUM HOPMATHUBHBIMU
IIPaBOBBIMHM akTamMu. OnepaTop caMOCTOSITENIBHO OINPEEIISIET COCTAB U MEPEYEHb
Mep, HEOOXOJUMBIX U JOCTATOUHBIX JJIs1 00ECIICUEHHUs BBIIIOJTHEHHSI 00sI3aHHOCTEH,
npeaycMoTpeHHbix DenepasibHbiM  3akOHOM Ne  152-®3 u  OpUHATBIMH B
COOTBETCTBUM C HHUM HOPMAaTUBHBIMU TIPABOBBIMHM aKTaMH, €CJIM HHOE HE
npeaycMoTpero denepanbHbiM 3ak0HOM Ne 152-D3 nnu apyrumu GpeaepaabHbIMU
3aKOHaMHU.

1.2 Hacrosmmii BHYTpeHHUH CTaHAApPT pa3pabOTaH Ui HUCIIOJIb30BAHMS
10JIpa3eIEHUsIMU HETOCYAApCTBEHHOTO IEHCUOHHOTO (POH 1A, OCYLIECTBIISAIOIINMU
OpraHu3alnuio o0pabOTKM M 3alMThl [EPCOHAIbHBIX JAHHBIX, a TaKXKe
NOJIPa3/ICICHUSIMU, OCYIIECTBISIOIIMMHI KOHTPOJIb 32 OOpaOOTKOW M 3aIlMTON
NEPCOHAJIbHBIX TAHHBIX.

1.3 Hacrosmmii BHyTpEHHHI CTaHAAPT COIEPKUT OMUCaHNe TpeOOBaHHIA K
00pabOTKe U 3alIUTE MEPCOHANBHBIX TaHHbIX.
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2 TepMuHBI U COKpaLIEeHUsI

2.1 ABromaruszupoBaHHas 00pabOTKa MePCOHATBHBIX TAHHBIX - 00pabOTKa
NEPCOHANBHBIX JAHHBIX C TOMOIIBIO CPEJICTB BHIUMCIUTEILHOM TEXHUKH.

2.2  brokupoBaHHE IMEPCOHAJBHBIX JAHHBIX - BPEMEHHOE MpEeKpallcHUEe
00pabOTKM MEPCOHAJBHBIX JaHHBIX (32 MCKIOUCHHEM CIIydyaeB, €clii 00paboTka
HeoOXoauMa JIJIsl YTOYHEHUS TIePCOHAIBHBIX JAHHBIX).

2.3 HudopmannoHHas cUCTeMa MEPCOHAIBHBIX JAHHBIX - COBOKYMHOCTb
coJiep Kaluxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX U O00ECHEYMBAIOIIUX UX
00paboTKy MH(DOPMAITMOHHBIX TEXHOJIOTHUH M TEXHUYECKHUX CPEJICTB.

24 HAII® - Camoperymupyemas opranusanus HarmonanbpHas
accoluaus HerocyJapCTBEHHbBIX IEHCHOHHBIX (DOHJIOB.

2.5 O0e3nmuunBaHUE TMEPCOHAIBHBIX NAHHBIX - JCHCTBHS, B pe3yJbTaTe
KOTOPBIX CTAHOBUTCSI HEBO3MOXKHBIM 0€3 HCIHOJIb30BaHUS JOIMOJHUTEIBHON
uH(GOpPMAIUU ONIPEEIUTh MPUHAJICKHOCTD MEPCOHABHBIX JIAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHATBHBIX JaHHBIX.

2.6  OO6paboTka MEePCOHATBLHBIX JAHHBIX - TI000E TeCTBHE (OTepanys) Win
COBOKYMHOCTb JIEUCTBUIl (Omepaluii), COBEpPIIAEMBbIX C MCIOJIb30BAHUEM CPEACTB
aBTOMATH3allMA WM 0O€3 HCIOJBb30BAaHUS TaKHX CPEJICTB C MEPCOHAITBHBIMU
JTaHHBIMU, BKJIIOYas cOOp, 3ammch, CHUCTEMATH3AIMIO, HAKOIUICHHE, XpaHEHWE,
yTOYHeHHe (OOHOBJIEHHE, M3MEHEHHUE), M3BJICUYEHUE, HCII0JIb30BAHUE, Iepeaavy
(pacmipocTpaHeHue, MPEIOCTaBJICHHUE, JOCTYM), 00e3JIMYMBaHKE, OJOKUPOBAHUE,
yAalieHue, YHUUTOXKEHUE TIePCOHATBHBIX JaHHBIX.

2.7 Omepatop - TOCYJapCTBEHHBIH OpTraH, MYHUIMIAIbHBIA Opra,
IOPUAMYECKOE WK (PU3UUECKOE JIUIIO0, CAMOCTOSITENIFHO WIIM COBMECTHO C APYTUMHU
JUIIAMHA OPTaHU3YIOUIMe W (W) OCYIIECTBISIONIME 00pabOTKY MepCOHAIBHBIX
JAHHBIX, a TAKKE OMPEENSIONINe e 00paboTKM MepCOHANBHBIX JaHHBIX, COCTaB
NMEPCOHANBHBIX JAaHHBIX, MOJJICKANMX 00paboTKe, JedcTBHUS (omepaiun),
COBEpIIIAEMBIE C NTEPCOHATBHBIMU JTaHHBIMH.

2.8 IlepconanbHble JaHHBIC - TI00as MHPOPMAIIKS, OTHOCSIIASICS K MPSIMO
WJIA KOCBEHHO OTPEICIEHHOMY WJIH OIpeiesieMoMy (hrU3HuecKoMy JIUIY (CyObeKTy
MIEPCOHANBHBIX JaHHBIX).

2.9 IlepcoHanbHble JaHHBIE, Pa3pEIICHHBIE CYOBEKTOM MEPCOHATBHBIX
JAHHBIX JJIs paclipOCTPAHEHHUS - IEPCOHANBHEIC JaHHBIE, TOCTYT HEOTPAHHUEHHOTO
KpyTa JIMI K KOTOPBHIM MPEIOCTaBIEH CYOBEKTOM MEPCOHATBHBIX JAHHBIX MyTEM
Ja4¥ corjiacusi Ha 00pabOTKy MEePCOHAIBHBIX JAHHBIX, PA3PEIICHHBIX CyOhEKTOM
NEPCOHANBHBIX JAHHBIX IS PACHpPOCTPAHEHHs] B MOPSIKE, MPEILyCMOTPEHHOM
denepanbHbIM 3aKOHOM Ne 152-D3.
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PaCHPOCTpaHeHHe INCPCOHAJIBHBIX NAHHBIX - ,ZIGfICTBHSI, HaIIpaBJICHHBIC

Ha paCKpPbITUC IICPCOHAJIBHBIX JaHHBIX HECOIIPCACIICHHOMY KPYTY JIUII.

2.11

Pockomuanzop - denepanbHas ciyx0a 1mo Haa30py B cdepe cBs3y,

UH(POPMALIMOHHBIX TEXHOJIOTHI U MACCOBBIX KOMMYHUKALIUH.

2.12
2.13
2.14
2.15
2.16

P® - Poccuiickas denepanus.

CK3MU - cpenctBo kpunrorpaduueckoii 3amuTbl THGOpMAIIH.

C® - cpena dynkunonupoBanust CK3U.

V3 — ypoBeHb 3aIMIIEHHOCTH.

YHUUYTOXKEHNE MEPCOHANBHBIX JAaHHBIX - JIEUCTBUS, B pPE3yjbTare

KOTOPBIX CTAHOBUTCA HCBO3MOKHBIM BOCCTAHOBHTL COACPKAHUC IICPCOHAIBHBIX

JAHHBIX B MH()OPMALMOHHOM CUCTEME NMEPCOHANBHBIX JAHHBIX U (WJIN) B PE3YJIbTATE

KOTOPBIX YHHYTOKAIOTCA MaTCPpHUAJIbHBIC HOCUTCIIN IICPCOHAJIBHBIX TaHHBIX.

2.17

Oenepanuu.

2.18

®Cbh Poccun - ®DenepanbHas ciyxb6a Oe3zonacHoctd Poccuiickoit

OCTOK Poccun - denepanbHas ciyx0a MO0 TEXHHUYECKOMY U

AKCIIOPTHOMY KOHTpOJIt0 Poccutickon denepanun.
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3 Opranusanust o0padoTKH U 3aIUTHI NMEPCOHATBHBIX JAHHBIX B
HErocyJ1apcTBeHHbIX MEHCHOHHBIX (pOHIAX

3.1 Ha3HayeHHe OTBETCTBEHHBIX JIHUIL

3.1.1 C nensro oOmiei opranu3anuu 00paboTKH MepCOHATBHBIX TaHHBIX U B
COOTBETCTBHM C TpeOoBaHusAMH cTaThbu 22.1 DenepanbHoro 3axoHa Ne 152-D3,
HEroCcyJapCTBEHHbINM MEHCUOHHBIN QOH]T 00s13aH HA3HAYUTH JUI0, OTBETCTBEHHOE
3a OpraHu3anuio 00pabOTKH MEPCOHAIBHBIX JaHHBIX. JIMIIOM, OTBETCTBEHHBIM 32
OopraHu3anui0 o0pabOTKM TEPCOHATBHBIX JAHHBIX, MOXET BBICTYNAaTh Kak
dbu3nYecKoe U0, B TOM YHCIe PAaOOTHUK HETOCYNApCTBEHHOTO IMEHCHOHHOTO
dboHma, TaK W IOPUIUMYECKOE JIMIIO, TMPUBIEKAEMOE HEroCyAapCTBEHHBIM
MIEHCUOHHBIM (DOHIOM TIO IOTOBOPY.

JIumo, OTBETCTBEHHOE 3a OPTaHMU3AIMI0 00pa0OTKH MEPCOHATBHBIX JIaHHBIX,
MOJIy4aeT YKa3aHWsl HEMOCPEICTBEHHO OT PYKOBOJMTENSI HETOCYAApCTBEHHOTO
MEHCUOHHOTO ()OHJA, ¥ TIOJIOTYETHO EMY.

B o0s3aHHOCTM JMIIa, OTBETCTBEHHOIO 3a OpraHu3aiuilo o0paboTKu
MEPCOHAIBHBIX JIAHHBIX, JOJIKHO BOWUTHU:

o OCYIIECTBJICHHE BHYTPEHHETO KOHTPOJIS 32 COOTIOJICHUEM OIIEPaTOPOM
U ero pabOTHHKaMHU 3aKOHOJaTeNbCTBA Poccuiickoit deneparii 0 nepcoHaIbHbIX
JAHHBIX, B TOM YKCIIE TpeOOBAaHUM K 3aIUTE MEPCOHAIBHBIX JIAHHBIX;

o JOBEZICHUE O CBEIEeHUA pPAOOTHUKOB OmepaTropa MOJIOKEHUMN
3akoHoarenbcTBa Pocculickont denepanyu 0 NEPCOHATBHBIX JAHHBIX, JTOKAIBHBIX
aKTOB IO BOIpPOcaM OOpabOTKH MEPCOHATIBHBIX JAHHBIX, TPEOOBAHWI K 3alUTe
MIEPCOHANILHBIX JaHHBIX;

o opraHu3alus rnpueMa u 00padboTKu 0OpaIeHui 1 3alPOCOB CYOBEKTOB
MEePCOHATBHBIX JAHHBIX WU UX TIPEeACTaBUTENCH U (M) OCYIIECTBICHUE KOHTPOJIS
3a MpreMoM U 00pabOTKOM TaKMX OOpaIieHui 1 3aIPOCOB.

3.1.2 B cootBerctBuu ¢ [locranosnenuem [IpaBurensctea P® ot 01 HOsAOps
2012 Ne 1119 «O06 yTBepkaeHUU TpeOOBAHHM K 3alUTE MEPCOHAIBHBIX JAaHHBIX
npu ux o0paboTke B MHOOPMAIMOHHBIX CUCTEMax MEPCOHAIBHBIX JAHHBIXY, MPU
HATMYUA WHPOPMAIIMOHHBIX CHCTEM TEPCOHAIBHBIX JAHHBIX, UMEIONIUX TPETUH
YPOBEHb 3aIMIICHHOCTH, HETOCYJAapCTBEHHOMY TEHCHOHHOMY (OHIY TaKxke
HEOOXOJIMMO Ha3HAYUTh JOJKHOCTHOE JIMII0, OTBETCTBEHHOE 3a OOecredeHue
0€30IaCHOCTH MEPCOHATBHBIX JAHHBIX B TAKUX MH(OPMALIMOHHBIX CUCTEMAX, a MPHU
HAJTMYUA WHOOPMAITMOHHBIX CHCTEM IEPCOHAIBHBIX JAHHBIX, UMEIOIINX IePBHIH
YPOBEHb 3allUIEHHOCTH, TPeOyeTcs co3AaTh CTPYKTYpHOE TMOIpa3CIICHHE,
OTBETCTBEHHOE 3a o0ecredeHue O0e30MacHOCTH TMEPCOHATBHBIX JAHHBIX B TaKUX
WHOOPMAITMOHHBIX CHUCTEMax, WM BO3JIOKHTh OOS3aHHOCTH Ha OJHO W3
CYIIECTBYIOIIUX CTPYKTYPHBIX MOAPA3ICTCHUN.
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Jliist pa3HbIX MHGOPMAIMOHHBIX CUCTEM MEPCOHANBHBIX JAHHBIX IO IEJISIM
00paboTKM MOXKET OBITh HAa3HAYCHO OJHO JOJDKHOCTHOE JIMIO\CTPYKTYypHOE
noJipa3ziesieHue MU NPUHATUU PYKOBOAUTEIEM HETOCYAapCTBEHHOT'O IIEHCUOHHOTO
¢ oH1a COOTBETCTBYIOIIETO PEIICHUSI.

3.2 TocymapcTBeHHBbIH KOHTPOJIb 3a COOTBETCTBHEM 00pPabdOTKHU
NMEePCOHATbHBIX JaHHBIX

3.2.1 ®enepanbHBIM OPraHOM UCHOIHUTEIBHOM BIACTH, OCYIIECTBISIOMIUM
(GyHKIMY O KOHTPOJIIO M HAJ30py 3a COOTBETCTBHMEM O0paOOTKM MEePCOHATBHBIX
JAHHBIX TpeOOBaHMAM 3aKOHOJATeNbCcTBA Poccuiickorr deneparuu B 001acTH
NIEPCOHANBHBIX JaHHBIX ABIsEeTCs PockomMHam30p.

HerocynapcTBeHHBIN MEHCHOHHBIN (poHA 00513aH cooOmaTh B PockoMHaa3op
1o 3arpocaM HeoOXOUMYI0 HHPOPMAIUIO B TCUCHHE JIECSITH pabouuX JHEH C 1aThl
NOJTyY€HUs 3amnpoca. YKa3aHHBIM CPOK MOXKET ObITh IPOJAJIEH, HO HE Oosiee ueM Ha
IATh pabouyux JHEH B ciyyae HalpaBJeHHs onepaTtopoM B ajapec PockoMHaazopa
MOTHBHPOBAaHHOTO YBEJOMJICHUS C YyKa3aHWEM IMPUYMUH MPOJJIEHUS CpOKa
IPEIOCTaBIICHUS 3allpaninBaeMoil nHpopmarmu.

3.3 VYBenomiienue PockomHag3opa 00 00padoTke MNepPCOHAIBHBIX
JTAHHBIX

3.3.1 HerocynapcTBeHHbIE TEHCUOHHBIE (OHIBI O00S3aHBI yBEIOMUTH
PockoMHan30p 0 HaMEpPEHUM OCYIIECTBIATH 0OpPaOOTKY NEPCOHAIBHBIX JAaHHBIX
i 00 o0paboTKe MEepCOHATBHBIX JAAHHBIX, €CIIM paHEe TaKOE YBEIOMJICHUE HE
ObU10 MojaHo. HerocymapcTBeHHBIN MEHCHOHHBIN (OH/I BIpaBe HE YBEIOMIISITH
PockomHuan3op 06 06paboTKe NepPCOHANIBHBIX JIAHHBIX B CIIy4ae, €CJIU ACSTeIbHOCTh
no 00pabOTKe NEPCOHAJIBHBIX AAHHBIX OCYIIECTBIISIETCS HCKIIOYUTENBHO 0e3
UCIIOJIb30BAHUS CPEACTB aBTOMATU3ALINH.

VYBenomieHue HarpasisieTcs: B BUAE JOKYMEHTa Ha OyMa)XKHOM HOCHUTEJE WU
B (hopMe 3JEKTPOHHOTO JTOKYMEHTA U MOAMUCHIBACTCS YIIOJIHOMOUYEHHBIM JIUIIOM.
CocTaB cBeleHUIl, yKa3bIBAEMBbIX HETOCYIAPCTBEHHBIM MEHCHOHHBIM (DOHAOM B
YBEJIOMJICHUH, OTpeieNieH B yacT 3 ctatbu 22 @eaepanibHOro 3akoHa Ne 152-@3.
YBenomiieHue MOXKHO CPOpPMHUPOBATH B OyMaKHOM WM 3JEKTPOHHOM BHUIAE C
MOMOIIbI0 O(UIIMATHFHOTO TOpTaia MEPCOHANBHBIX HaHHBIX PockoMHam3opa B
MH(OPMAIIMOHHO-TEJICKOMMYHUKAIMOHHON  cetn  «MHTepHeT» 1o  ajapecy:
https://pd.rkn.gov.ru/.

3.3.2 B cnyuae uW3MEHEHHUs CBEIEHUM, HampaBieHHbIX B PockomHamzop,
orneparop He no3aHee 15-ro yuciia Mecdna, CIeAyOLEro 3a MECSILUEM, B KOTOPOM
BO3HUKIIU TaKUE U3MEHEHUs, 00513aH yBeAOMUTh 00 3ToM Pockomuamzop. Taxxke B
cllydae mpeKpanieHus oOpabOTKU IMEepPCOHAJIbHBIX JaHHBIX HEroCyAapCTBEHHBIN



CAMOPEINYNMMPYEMAA OPIrAHN3ALIMA
HALMNOHATINBHARA AccouUummAauUuvmA
HENPocvagAPCTBEHHLBI X
MEHCWOHMHBI X @ocaoHOgoOB

NIEHCUOHHBIN (HOHJ 00s3aH yBeIOMUTH 00 3TOM POCKOMHAI30p B TeueHUE ACCATH
pabouux HEH ¢ AaThl IPEeKpaIeHust 00pabOTKH MEPCOHATBHBIX TAHHBIX.

Jist  yBenomiieHHsT 00 UW3MEHEHHUSX WIH TIPEKpaIeHun o0paboTKu
MEePCOHAIBHBIX JaHHBIX, POCKOMHaI30pOM NpeaycMOTpeHa oOTAeibHas Gdopma
WH(OPMAIMOHHOTO THUChMa, C(POPMUPOBATH KOTOPYIO MOXKHO Ha O(UIIHMAIBEHOM
NopTaJie MePCOHANBHBIX JaHHBIX PockoMHaa30pa.

3.4 YBenomiienue 00 MHIMIEHTAX

B cooTtBercTBHM ¢ yacThio 12 crateu 19 denepanbHoro 3akona Ne 152-03
OTIepaTOpbl TEPCOHATLHBIX TaHHBIX O00s3aHBI OOECIEYMBATH B3aUMOJCHCTBHUE C
rOCyJIapCTBEHHON CHCTeMOW OOHApyXEHUs, MNPEeAYNPEkKICHUS UM JUKBUAAIUN
MOCJIEJICTBUIA KOMIIBIOTEPHBIX aTaKk Ha MH(POpPMALMOHHBIE pecypchl Poccuiickoi
denepanuu, BiiIoYas WHOOPMUPOBAHHE O KOMIIBIOTEPHBIX HMHIIUJCHTAX,
MOBJICKIINX HEMPABOMEPHYIO Tepeaady (MpeaocTaBiIeHUe, paclpocTpaHEHUE,
JIOCTYI) TIEPCOHANBHBIX JaHHBIX. Takoe B3aUMOJCHCTBUE HEroCyJapCTBEHHbBIC
NEeHCHOHHBIE (OHABI MOTYT OOecreunBaTh Yepe3 aBTOMATHU3UPOBAHHYIO CHCTEMY
o0pabotkn wuHHMIEeHTOB PuHIIEPT banka Poccum, myTem HamnpaBieHHs B
HanuoHanbHbld  KOOPJUHAIIMOHHBIM IIEHTP IO KOMIBIOTEPHBIM HHIMACHTaM
COOTBETCTBYIOIIETO YBEIOMIICHUS.

B cootBercTBUM € yacThio 3.1 crathu 21 @enepanbHoro 3akona Ne 152-03 B
cllydae YCTaHOBJEHHUS (hakTa HEMpPaBOMEPHOW WM CIydyalHOW Tepenayu
(mpemocTaBieHUs, PACIPOCTPAHECHMSI, JIOCTyMa) TMEPCOHANBHBIX  JaHHBIX,
MOBJICKIIICH HAapyIIeHUE TPaB CyOBhEKTOB MEPCOHATBHBIX IAHHBIX, OTIEPAaTOpP 00sI3aH
C MOMEHTa BBISBJICHHUSI TAKOTO HWHIIMJEHTA oreparopoMm, PockomMHam3opoM wuiu
WHBIM 3aMHTEPECOBAHHBIM JIUIIOM YBEIOMUTh POCKOMHAa130D:

o B T€UEHHUE ABAJLATH YETHIPEX YACOB O MPOU3OIICANIEM UHIUACHTE, O
MpeAnojaraéMplx  MPUYMHAX, TOBJICKIIUX  HApyIIEHHWE TpaB  CYOBEKTOB
MIEPCOHANILHBIX IAHHBIX, ¥ TIPEJIIIOJIaraéMoOM BpeJie, HAHECEHHOM IMTpaBaM CyOHhEKTOB
MEPCOHAIBHBIX JAHHBIX, O MPHUHATBIX MEpax [0 YCTPAHEHUIO TOCJIEICTBUN
COOTBETCTBYIOIIETO HWHIMJICHTA, a TaKXe IMPEJOCTaBUTh CBEJCHUA O JIMIIE,
YIOJITHOMOUYEHHOM ONEpaTopoM Ha B3aumojecTBue ¢ PockoMHam3opoM, Mo
BOIIPOCaM, CBSI3aHHBIM C BBISIBJICHHBIM UHIUICHTOM;

o B TEUYCHUE CEMHUJECSATU JBYX YacOB O PE3yjibTaTax BHYTPEHHETO
paccieoOBaHusl BBIABICHHOTO WHIMIEHTA, a TaKXKe MPEJOCTABUTh CBEACHUS O
JUUAX, JCUCTBUS KOTOPBIX CTAJIM MPUYMHOW BBISBICHHOTO WHIHUJEHTA (MpHU
HaJIU4un).

3.5 TIlapamerpsnl 00padOTKHU MEPCOHATBbHBIX JAHHBIX

B cooTtBetrcTBHM ¢ yHKTOM 2 yactu 1 ctateu 18.1 @enepanbHoro 3akoHa Ne
152-®d3, HerocynapcTBeHHbIC MEHCHOHHBIE (DOHIBI O0s3aHbl U3aTh JIOKAJIbHBIC
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aKkThl IO BOMpocaM OOpabOTKH NEPCOHANBHBIX JAaHHBIX, ONPEICISIIONUE JUIs
KOKI0M w1enu o0pabOTKM NEPCOHAJIbHBIX JaHHBIX KAaTerOpuM W IEpEeyYeHb
oOpabaThIBaeMbIX MEPCOHATBHBIX JAHHBIX, KATETOPUN CyOBEKTOB, IEPCOHAIBHBIC
JaHHBIE KOTOPBIX 00pabaThIBaOTCs, CIOCOOBI, CPOKU MX 00paOOTKU U XpaHEHUS,
NOPSIOK YHUUTOXKEHUS MEPCOHATIBHBIX JAHHBIX MPU JOCTHKEHUU IIeJed Hux
00pabOTKH WK IPU HACTYTUJICHUU UHBIX 3aKOHHBIX OCHOBAHUH, a TAKKE JOKATbHBIX
aKTOB, YCTaHABIMBAIONIMX MPOLEAYpHI, HAMpaBiICHHbIE HAa MPEJOTBPAILCHUE U
BBISIBIICHUE HAPYIIEHUHN 3aKOHOaTenbcTBa Poccuiickon denepanuu, yCTpaHEHUE
MOCJHEACTBANA TAKUX HApyLIEHWW. Takue JIOKanbHbBIE aKThl HE MOTYT COJEPKATh
MOJIOKEHUS, OTPAHUYHMBAIOIIME [TPaBa CYObEKTOB MEPCOHAIBHBIX TAHHBIX, a TAKKE
BO3JIaralolIMe Ha HErocyJAapCTBEHHbIE IEHCUOHHBIE (POH/IBI HE MPEAYCMOTPEHHbBIE
3aKoHOAaTeNLCTBOM Poccuiickoit Denepanvy MoaIHOMOYHS U 00SI3aHHOCTH.

3.5.1 Llenu 00pabOTKH NEPCOHAIBHBIX JAaHHBIX JOJIKHBI OXBAThIBaTh BCE
IPOLECCHl JEATEIBHOCTH HETOCYJapCTBEHHOTO IEHCHOHHOTO (OHIA, KOTOpbIE
npeycMaTpuBaroT 00paboOTKy MEPCOHATIBHBIX TaHHBIX.

3.5.2 Kareropuu cyOBeKTOB MEPCOHATBHBIX JaHHBIX HAMPSIMYIO CBSI3aHBI C
HeasiMu  00paboTKaMu TMEpPCOHAIBHBIX JaHHBIX. [l ompeneneHuss nepeyHs B
OTHOIIICHUHM KaXJOW 1eld HEeO0OXOJUMO TNPOBECTH aHaIu3 UUPKYJIUpYroLen
uHpopmanuu. Ilpu aHanuze HEOOXOOUMO TakXke ONPENCIUTh IEepEeYEHb
oOpalaThIBa€MbIX IMEPCOHAIBHBIX JAHHBIX U OTHECTH HUX K COOTBETCTBYIOLIUM
KaTeropusimM (00IIeIOCTYITHbIE, OMOMETPUYECKHUE, CTICITUAbHBIC UIH HHBIE).

K Onomerpryeckum nepcoHalabHBIM JaHHBIM OTHOCSATCSI CBEJICHUS, KOTOPbIE
XapaKTEPU3YIOT (PU3UOIOTHYECKUE U OMOJOTUYECKHE OCOOEHHOCTH YEJIOBEKa, Ha
OCHOBAHHMH KOTOPBIX MOKHO YCTaHOBUTH €0 JUYHOCTh U KOTOPHIE HCIOIb3YIOTCA
OIMEepaTOPOM JIJIsl YCTAHOBJICHUS TUYHOCTU CyOBbEKTa MEPCOHATBHBIX JTaHHBIX, & UX
00paboTKa MOMKET OCYIIECTBISATHCS HCKIIOYUTENBHO MPU HAJIUYMM COTJIACHS Ha
00paboOTKy MEePCOHABHBIX JIAHHBIX B MUCHbMEHHOU (opMme.

K crenumanbHbIM KaTEropusiM MEePCOHATIbHBIX TAHHBIX OTHOCSITCSI CBE/ICHUS,
KaCaroLIMeCs pacoBOM, HALIMOHAIBHOU MPUHAUIEKHOCTH, MOJTUTUYECKUX B3IJISIIOB,
PENUTHO3HBIX WU PUIOCOMCKUX yOEKIEHUN, COCTOSHUS 3I0pPOBbSl, MHTUMHOMW
#u3HU. Ecnin 00paboTKa TaKMX MepCOHANBHBIX JAHHBIX OCYILECTBIISIETCS HE B LIENIAX
UCIIOJIHEHHUS 3aKOHOJATENbCTBA, TO OHA JIOMYCKAETCA MCKIIOYUTENBHO MpHU
HaJIMYUU COTJIacus Ha 00pabOTKy MepCOHANbHBIX JaHHBIX B MTUCBMEHHOUN (opMme.

K 00menocTynHpM MEepCOHaIbHBIM JaHHBIM OTHOCSITCS IE€PCOHAIbHbBIC
JaHHbIE, pa3MEILECHHbIEC B OOIIEIOCTYITHOM UCTOYHUKE MEPCOHATBHBIX TaHHBIX.

3.5.3 OOmuii NpUHIMI OINpeAeTeHUs] CPOKOB 00pabOTKU TMEPCOHATBHBIX
JAHHBIX — IEPCOHAJbHBIC JTAHHBIC MOJDKHBI 00pabaThIBaThCA HE JOJIbIIE, YeM
TpeOyeTcs JUIsl JOCTHKEHUS 3asiBICHHBIX 1iejell o0paboTku. B kaxxaom mporuecce
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00pabOTKM TMEepPCOHAIBHBIX JIAHHBIX HErOCYJIaPCTBEHHbIC MEHCHOHHBIE (OHJIbI
JOJDKHBI OTMPEACIIUTh CPOKU 00paboTku. Onpeenenne cpoka 00pabOTKU TOHKHO
OCYLIECTBJSITEC HA OCHOBAaHMHM HOPMATHBHBIX IPABOBBIX AaKTOB PO,
PEryIHPYIOIINX pacCMaTPUBAEMBI IIPOIecC 00pabOTKH EPCOHANBHBIX TaHHBIX. B
cooTBeTcTBUM ¢ DepepanbHbIM 3aKk0oHOM Ne 152-D3 xpaHeHue sSBIAsSETCS OJHUM U3
JENUCTBUM 110 00pabOTKE MEPCOHANBHBIX TAHHBIX.

3.5.4 Cpenu croco6oB 00pabOTKM HEOOXOJUMO YKa3bIBaTh, KaKOW THII
00paboTKH OCYILIECTBIISIETCS (aBTOMaTU3MpPOBAHHAS U/
HEaBTOMATHU3UPOBAHHAs), @ TAKKE HCIIOJIb30BAHUE TEXHOJOTUH Mepeaayu JTaHHBIX
(mepemaya o BHYTPEHHEH CETU WIIH CETH MHTEPHET)

3.6 IIpaBoBble OCHOBaHUS JJis 00Pa0OTKHU NMEPCOHATbHBIX JAHHBIX B
HErocy1apcTBeHHbIX MEHCHOHHBIX (POHIAX

OOpaboTka NEpCOHATBHBIX JAHHBIX B COOTBETCTBUU C KaXIOH LENIbIO
00paboOTKH JIOJDKHA OBITH MpaBOMEpHA (IS KaKIOM 1eNd JOJKHBI OBITh
OIpe/ieNIeHbl MPAaBOBbIE OCHOBaHUs). OnpeieneHne NpaBOBbIX OCHOBAHUM JOIKHO
OCYIIECTBISTHCS HETOCYAAPCTBEHHBIM NEHCHOHHBIM (DOH/IOM B COOTBETCTBUU CO
craTbeil 6 PenepanbHOro 3akoHa Ne 152-03.

3.6.1 IIpaBoBble OCHOBaHHS OOpPaOOTKH OUOMETPUYECKUX TMEPCOHATBHBIX

JAHHBIX W CICNHUABHBIX KaTeTOpPUA TEPCOHATBHBIX JAHHBIX  OTIACIHHO
ycraHaBnuBaroTcs ctatbsimu 10 u 11 @enepanbHoro 3axkona Ne 152-03 .

[Ipu 3TOM, B cCOOTBETCTBUM CO cTarher 15 DenepanbHOro 3axkoHa Ne75-03
HEroCyJapCTBEHHBI TIEHCHOHHBIM (OHJ He 00s3aH TOJydaTh COTJIACHe
BKJIATYMKOB - (PU3UYECKUX JIUI], CTpaxoBaTeeil - (U3NIECKUX JIUII, YIACTHUKOB,
3aCTpaxOBaHHBIX JIMI[, BBITOJIONpPHOOpETaTeNied Ha 00paboTKy B oOBeEMeE,
HEOOXOJMMOM JIJIsi UCTIOJTHEHUST IOTOBOPA, MEPCOHATBHBIX JTAHHBIX, KACAIOIIUXCS
COCTOSIHUS 37I0POBbS YKa3aHHBIX JIUI] U MPEAOCTABICHHBIX MU WJIH C UX COTJIACHSI
TPETHUMHU JINIIAMH.

3.6.2 B kauecTBe MpaBOBOI0 OCHOBaHUSI 00paOOTKU NEPCOHATBHBIX JIaHHbBIX
HErOCYyJapCTBEHHBIM TICHCHOHHBIM (OHIAOM MOXKET TPUMEHAThCS HAIUYNE
corjacusi CyObeKTa TMEpPCOHAIBHBIX JaHHBIX Ha o00paboTky. [lomoxxeHusimMu
®epnepanbHoro 3akoHa Ne 152-d3 mnpemycMOTpeHBl TpH BUAA COIJIACHI Ha
00paboOTKy MEPCOHANBHBIX JAHHBIX, KAKI0€ M3 KOTOPHIX TpeOyeTcs MmoxydaTh B
3aBUCUMOCTH OT OOCTOSITENbCTB!

o Cornacue Ha 00paOOTKYy TEPCOHANBHBIX MaHHBIX (0€3 yKazaHws
(opmbl);

o Cornacue Ha 00pabOTKY MEPCOHAIBHBIX JaHHBIX B MHUCHMEHHOMN
dopme;

10



CAMOPEINYNMMPYEMAA OPIrAHN3ALIMA
HALMNOHATINBHARA AccouUummAauUuvmA
HENPocvagAPCTBEHHLBI X
MEHCWOHMHBI X @ocaoHOgoOB

o Cornacue Ha 00pabOTKy TMEPCOHATBHBIX JaHHBIX, Pa3pEUICHHBIX
CyOBEKTOM MEPCOHATBHBIX JAHHBIX JIJIS1 pacIIpOCTPAHECHHUS.

3.6.2.1 Cormacue Ha 00pabOTKy TIEPCOHANLHBIX JaHHBIX (0€3 yKa3zaHus
GbopMbl) TOKHO TPUMEHSATHCA BO BCEX CIyyasix, KOI/Ia 3aKOHOJATEIbCTBOM
YCTaHOBJICHO MOJy4YeHHUe corjiacus 0e3 ykazanus ero gopmel. TpeboBanus K ero
COJICP)KaHUIO HE YCTAHOBJICHBI.

3.6.2.2 Cornacue Ha 00pabOTKY MEPCOHAIBHBIX TAHHBIX B TUCbMEHHOU
dbopme TpeOyeTcs moiaydaTh B pse CIIy4aeB, YCTAHOBICHHBIX DenepanbHbIM
3aKoHOM Ne 152-®3 wnu ApyruMu HOPMATUBHBIMH MPaBOBbIMH akTaMu P®, kornaa
B SIBHOM BHJ€ YKa3aHO, YTO JOJDKHO OBITh IOJYYEHO cOrjiacue Ha o0paboTKy
MEPCOHANILHBIX JAHHBIX B MUCbMEHHOU (hopme. TpeboBaHMs K COIEPKAaHUIO TAKOTO
CorJlacHsl yCTaHOBIIEHBI YacThio 4 ctathu 9 denepanbHoro 3akoHa Ne 152-D3, B
COOTBETCTBUM C KOTOpPOH B NHCbMEHHOM ¢opMe coriacus Ha 0O0pabOTKy
NEPCOHAIBHBIX JaHHBIX HE JOJDKHO OBITH O0Jiee 0J1HOM 1eau 00paboTKH.

3.6.2.3 Cornacue Ha 00pabOTKy MEPCOHATBHBIX JAHHBIX, Pa3pEUICHHBIX
CyOBEKTOM MEPCOHANBHBIX JaHHBIX JIJIsl pACIPOCTPAHEHUS, TOJKHO OBITh MOJYYEHO
OpU pa3MEIICHUH MEPCOHAIBHBIX JaHHBIX B OOIIEM JOCTyIE, €ClId TakKoe
pa3MelleHne He MPEeAyCMOTPEHO HOPMATHUBHBIMU TPABOBBIMH akTamMu PD wmu
MPEAYCMOTPEHO MMM HWCKIIOYUTEIBLHO TPU HATW4YUHM corjiacus. TpeOoBaHus K
TakoMy corJiacuto ycraHoyensl [Ipuka3zom Pockomuamzopa ot 24 despains 2021 No
18 «O06 ytBepxkaeHuHn TpeOOBaHUN K COACP)KAHUIO COTJacusi Ha 0O0pabOTKy
MEPCOHANBHBIX JaHHBIX, Pa3pEHICHHBIX CYOBEKTOM NEPCOHATBHBIX JAHHBIX IS
pacnpoctpanenusi». B coorBerctBum co cratbeid 10.1 denepanbHOro 3akona Ne
152-®3 Takoe coriacue MOJDKHO O(QOPMIISITHCS OTIACIBHO OT WHBIX COTJIACHi Ha
00paboTKy MepCOHATbHBIX JIAHHBIX.

3.7 Ilepenauya nmepcoHAJbHBIX JAHHBIX TPETHUM JHIAM

Ilepenaua nEpCOHANBHBIX JAHHBIX SBIAETCA OJHUM U3 JEUCTBUU I10
o0pa0oTKe M JOJDKHA UMETh MpaBoBoe OcHoBaHWe. HerocynapcTBeHHOMY
NEHCMOHHOMY (DOHY TpeOyeTcs MOTYyYUTh corjacue cCyObeKTa, eciii epeaaya ero
MIEPCOHANBHBIX JAaHHBIX OCYIIECTBISIETCS HE B IEJIAX:

- UCIIOJTHEHHSI HOPMATUBHOI'O IIPaBOBOTO akra PO;

- 3aKOHHOTO  TpeOOBaHUS  TOCYJapCTBEHHOM MM  peryiupyromen
OpraHU3allNH;

- HCTIOJIHEHUS IOTOBOPA, CTOPOHOM KOTOPOTO JINOO BBITOJONPHOOpETATEIEM
WM TIOPYYUTEIIEM TI0O KOTOPOMY SIBJISIETCSA CYOBEKT MEPCOHATBHBIX JaHHBIX;

- 3aKJIFOYEHHUS JIOTOBOpA M0 MHUIIMATHUBE CYyOBhEKTa MEePCOHAIBHBIX JaHHBIX
WIK JIOTOBOPA, MO KOTOPOMY CYOBEKT MEPCOHAIBHBIX AAHHBIX OYAET SBIATHCS
BBITOJIONPUOOpETATEIEM WU MTOPYUUTEIEM.
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Ecnu pabotomatenem ocymiecTBIsIETCs Nepenada MEepPCOHANBHBIX JAHHBIX
COOCTBEHHBIX PaOOTHHKOB, TO B COOTBETCTBUU cO cTaThell 88 TpymoBoro koaekca
P® yxa3zaHHOe BBbIIIE COTIacHe JOKHO COOTBETCTBOBAThH COTJIACHIO Ha 00pabOTKY
MIEPCOHAIILHBIX JaHHBIX B MUCbMEHHOU (hopMme.

3.8 Ilopyuenue 00padOTKM NMEPCOHAIBHBIX JAHHBIX TPETHUM JHIIAM

[lopyuenue HerocyJapCTBEHHbIM TEHCHOHHBIM  (oHIOM  00pabOTKH
MEPCOHABHBIX [IaHHBIX TPEThEMY JIUIY SBJSETCA MEPENAYEH TPEThEMY JIMILY
(GyHKIMH, KOTOPYIO OCYIIECTBIISIET HErOCYJapCTBEHHBIN MEHCUOHHBIN (POH/I.

B cootBeTcTBUU ¢ yacThio 3 ctathu 6 DenepanbHoro 3akoHa Ne 152-D3, nins
NOpy4YeHUs: 0O0pabOTKM MEPCOHANBHBIX JAHHBIX JPYyroMy JHIy HE0OXOAHMO
MOJIy4YUTh Ha 3TO cOIVIacMe CyObeKTa MEPCOHANIBHBIX JAHHBIX, €CIIM HMHOE HE
PETYCMOTPEHO 3aKOHOATENHCTBOM.

®oH1 HE 00s13aH MOJTyYaTh COrlache CyObEeKTOB MEPCOHANBHBIX JIAHHBIX Ha
Javy mopydeHus oOpaOOTKH MEPCOHAIBHBIX JAHHBIX TPETHUM JIMIIAM B CIIy4asX,
PEeayCMOTPEHHBIX cTaThel 15 depepanvHoro 3akoHa Ne 75-D3 (dhong Bmpase
MOPYYUTh OOpPa0OTKY MEPCOHATBHBIX JAHHBIX BKJIATYUKOB - (DU3UYECKUX JIHII,
cTpaxoBaTeyneil - (U3UYECKUX JIMI, YYaCTHUKOB, 3aCTPaxXOBaHHBIX JIUII,
BBITOJIONIPUOOpETATENCH, MPABONMPEEMHUKOB YYACTHUKOB M 3aCTPAXOBAHHBIX JIUII
OpraHu3aIusIM, KOTOPbIe B COOTBETCTBUM C JOTOBOPOM OCYIIECTBIISIIOT BEIACHUE
MEHCHOHHBIX CYETOB, €CIIM YyKa3aHWE Ha TaKhe OPraHu3alMHU COJEPKUTCA B
npaBuwiax (GOHAA, a TaKKe WHBIM OpraHu3aIusM, €ClId 3TO HEOOXOIUMO ISt
WCIIOJIHEHUS TIEHCUOHHOTO JIOTOBOpa, JIOTOBOpa 00 00s3aTeIbHOM MEHCHUOHHOM
CTPaxOBaHUN).

[Ipy mnopyueHun HEOOXOAMMO OOECIEUYUTh BBINNOJIHEHUE TPEOOBAHUM,
YCTAHOBJIEHHbIE YacThi0 3 cratbu 6 @enepanbHoro 3akoHa Ne 152-@3,
peayCMaTPUBAIOIINX ONpE/IeTICHUE B MOPYYCHUU:

- IEPEYHSI IEPCOHAJIBHBIX JAHHBIX;

- mepedHsl ACUCTBUM (Omepainuil) ¢ NepPCOHANIbHBIMU JaHHBIMU, KOTOPHIE
OyIyT cOBepIIaThCA JIMIIOM, OCYIIECTBISIOMUM OO0pabOTKy MepCOHATBHBIX
JTAHHBIX;

- 11eJi 00paboTKHy;

- 00513aHHOCTH JIMIIA, OCYIIECTRIISIONIETO 00Pa0OTKY MEPCOHANILHBIX JIAHHBIX,
coOmoaaTh  KOH(PUACHIMATBLHOCTh  MEPCOHANBHBIX  JaHHBIX, TpeOOBaHMUS,
peayCMOTpEeHHbIE YacThio 5 ctathu 18 u crarbeil 18.1 denepanbHOro 3aKoHa
Ne 152-®3;

- 00513aHHOCTH JIMIIA, OCYIIECTBIISIONIETO 00PabOTKY MePCOHATBHBIX TAHHBIX,
MO0 3ampocy oleparopa NEPCOHANbHBIX JAaHHBIX B TEUYEHHWE CpOKa JEUCTBUSA
NOpYYEHHUs] Omeparopa, B TOM 4YHUCIE J10 OOpabOTKM MNEepCOHAIBHBIX IaHHBIX,
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MIPEOCTABIATh JOKYMEHTHI U WHYI0 WH(OpMAIHMIO, TOATBEPKIAIOITUE MPUHITHE
Mep U COONIOJICHHE B UEJSAX HUCIOJIHEHUS MOpPYYEHUs oreparopa TpeOOBaHUM,
YCTaHOBJICHHBIX B COOTBETCTBHH €O cTaThell 6 denepasbHoro 3akoHa Ne 152-03;

- 00513aHHOCTH JIUIIA, OCYIIECTRISIONIET0 00pabOTKy MEPCOHANBHBIX JaHHBIX,
obecrnieurBaTh 0€30MaCHOCTh MEPCOHATBHBIX JAHHBIX MPHU UX 00paboTKe;

- TpeOoBaHMsS K 3ammuTe oO0pabdaThbIBa€MbIX IEPCOHAIBHBIX JaHHBIX B
COOTBETCTBHM CO cTaTbeil 19 @enepanbHoro 3akoHa Ne 152-®D3, B TOM uwucIie
TpeboBaHue 00 YBEAOMIICHHH oTiepaTopa o hakTax HEIIPaBOMEPHON WIIM CITy4YaHOU
nepeaaydn (MpeaoCTaBICHUs, PACIIPOCTPAHEHNS, TOCTYIIA) MEPCOHATBHBIX JAHHBIX,
TIOBJICKIIICH HApYIIICHUE TIPAaB CYOBEKTOB NMEPCOHABHBIX JTaHHBIX.

3.9 [IlpexkpameHue o00padOTKH ¥ YHHUYTOKEHHE TNEPCOHAIBHBIX
JAHHBIX

3.9.1 ®enepanbabiM 3akoHOM Ne 152-D3 ycTaHOBIIEHBI CIIEIYIONIUE CITyYaH,
B COOTBETCTBUM C KOTOPBIMHU ONEpaTOp O00si3aH MPEeKpaTUTh OO0pabOTKy W
YHUYTOXUTH IEPCOHATBLHBIC JIAHHBIE:

3.9.1.1 B coorBercTBUM ¢ yacTthio 2 crtaThu 15, omeparop oOs3aH
HEMEJUICHHO TMPEKPAaTUTh MO TPEOOBAHUIO CYOBEKTa IEPCOHAIBHBIX JJTAHHBIX
00pabOTKy TEPCOHATBHBIX IaHHBIX, OCYIIECTBISEMYIO B MEIAX MPOABMKCHUS
TOBapoOB, pabOT, YCIyr HAa PBIHKE TMYTEM OCYIIECTBICHHUS TMPSMBIX KOHTAaKTOB C
MOTCHIIMAIBHBIM TTOTPEOUTEIEM C TIOMOIIIBIO CPEJICTB CBSI3H;

3.9.1.2 B cootBercTBUM ¢ yacThio 3 crarthbu 21, B cilydae BbISBICHUS

HEMPaBOMEPHOM  00pabOTKM  MEPCOHANIBHBIX  JAHHBIX,  OCYIIECTBISIEMOMN
OTIEpaTOPOM HJIM JIUIIOM, JIEUCTBYIOIIMM MO0 TOPYYEHHUIO OIlepaTopa, ornepaTop B
CPOK, HE MPEBBIIAIONIUN TpeX padouyux JHEH C JaThl ITOTO BBISBICHHUA, 00s3aH
MIPEKPaTUTh HETIPABOMEPHYIO 00pabOTKy MEPCOHATBHBIX JAHHBIX WU 00CCIIECYHUTh
MPEeKpalieHue HEmpaBOMEPHOW OO0pabOTKM TMEpPCOHATBHBIX JAHHBIX JIUIIOM,
JICHCTBYIOIIMM 1O TOPYYEHHIO omepaTopa. B cimydae, eciaum oOecneduThb
MIPaBOMEPHOCTh O0OpPAa0OTKH TIEPCOHATBHBIX JAaHHBIX HEBO3MOXKHO, B CpPOK, HE
NPEBBILAIOIMINNA J1ecATH padouux AHEH C JarTbl BbBISBICHUS HENPAaBOMEPHOMN
00pabOTKM TIEPCOHAIBLHBIX JAHHBIX, YHUYTOXUTh TAaKHE IMEPCOHAIBHBIC JTaHHBIC
WM 00ECTICYUTh UX YHUUTOKEHUE;

3.9.1.3 B cootBercTBHM € yacThio 4 cTrathu 21, B cllyyae JOCTHXKEHUS
e 00paboTKH MEPCOHANTBHBIX JAHHBIX OMIEPaTOp 00s3aH MPEKPATHTH 00PAOOTKY
MEepPCOHATBHBIX JAHHBIX WM OOECIeyuTh ee NpekpaiieHue (eciau oOpadoTka
MIEPCOHANILHBIX JIAHHBIX OCYIICCTBISICTCS APYTHM JIMIIOM, JEHCTBYIOIIMM TIO
MOPYYCHUIO OTIepaTOpa) U YHHUTOXXUTH ITEPCOHAIBHBIC TAHHBIC HITH 00SCIICYUTh X
yHUUTOXEHUE (eciin 00padoTKa MEPCOHANBHBIX JAHHBIX OCYIIECTBIISAECTCS APYTUM
JUIIOM, JCHCTBYIOIIUM IO TIOPYYECHHIO OIEpaTopa) B CPOK, HE MPEBBIMIAIOIINN
TPUALIATH JHEH C AATHl JOCTHUKEHUS 1IeJIn 00paOOTKH MEPCOHATBHBIX TAHHBIX, €CIIN
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WHOE HE MPEAYCMOTPEHO I0TOBOPOM, CTOPOHOM KOTOPOTO, BHITOJONPUOOpETaTEIEM
WM TIOPYYHUTEIIEM TI0 KOTOPOMY SIBIISIETCS CYOBEKT MEPCOHANBHBIX JAHHBIX, HHBIM
COTJIAIICHUEM MEXIY ONIEPaTOPOM U CYObEKTOM MEPCOHATBHBIX JaHHBIX JTHOO0 eCiu
omepaTop HE BIpPaBE OCYIIECTBIATH OO0paOOTKY MEPCOHANBHBIX JaHHBIX 0e€3
corjacusi CyObeKkTa MEPCOHANBHBIX JaHHBIX HAa OCHOBAHUSX, MPEIYCMOTPEHHBIX
®denepanbHbIM 3aK0HOM Ne 152-D3 wnu aqpyrumu denepaibHbIMU 3aKOHAMMU;

3.9.14 B cootBercTBUM ¢ YacThio S5 crathu 21, B ciyyae OT3bIBa
CyOBEKTOM MEPCOHAIBHBIX JAHHBIX COTJIACUsi Ha 00pabOTKY €ro mepcoHalbHBIX
JAHHBIX OmlepaTtop o00sf3aH TMpeKkpaTuTh HX O0O0pabOoTKy WM 00ecrevnTh
npeKpaileHue Takod o0paboTku (ecau o0pabOTKa MEpPCOHANIBHBIX JIAHHBIX
OCYIIECTBISIETCS JPYTUM JIMIIOM, JACUCTBYIOUIMM IO TIOPYUYEHHUIO ONEpaTropa) U B
cllydae, €Clii COXpaHeHHE TIepCOHABHBIX TaHHBIX OoJjiee He TpedyeTcs s Leie
00pabOTKN TMEPCOHANBHBIX JAHHBIX, YHUYTOKUTH IE€PCOHAIIbHBIC JIaHHBIC WU
oOecreyuTh HX YHUYTOXKEHHE (eciiu 00paboTka TEPCOHAIBHBIX JIAHHBIX
OCYIIECTBIISICTCSL JAPYTUM JIULIOM, JCHCTBYIONIMM IO MOPYYEHHUIO OmepaTropa) B
CPOK, HE MPEBBIIAIONTUN TPUIIATH THEH C ATkl MOCTYIUICHUS YKa3aHHOTO OT3hIBA,
€Clli  WHOE€ HE  MPEAYCMOTPEHO  JIOTOBOPOM,  CTOPOHOM  KOTOPOTO,
BBITOIONIPHOOpETATEIeM WM TOPYYUTENIEM IO KOTOpPOMY SIBIISIETCS CyOBEKT
MIEPCOHANILHBIX JTAHHBIX, WHBIM COTJIAIIICHUEM MEXAY ONepaTopoM U CyOBEKTOM
MEPCOHANILHBIX JIAHHBIX JIMOO €CJIM OTepaTop HE BIIpaBe OCYIIECTBIATH 00PabOTKY
MEPCOHANILHBIX JIaHHBIX 0€3 corjiacus CyObeKTa IEepPCOHAIBHBIX JAHHBIX Ha
OCHOBAHUSX, MpeaycMoTpeHHbIX DenepanbHbiM 3akOHOM Ne 152-03 unu apyrumu
benepanbHBIMU 3aKOHAMU;

3.9.1.5 B cootBercTBUM ¢ yacThio 5.1 crateu 21, B cnydae oOpalieHus
CcyObeKTa MepCOHaJIbHBIX JAHHBIX K OMEpaTopy ¢ TpeboBaHWEM O MPEKpalICHUH
00pabOTKH MEPCOHATBHBIX JTAHHBIX ONEpaTop O0S3aH B CPOK, HE MPEBBIIIAIOIIHIMA
JecsATH pabounx AHEH C JaThl TOJYYEHUS OIEPaTOPOM COOTBETCTBYIOIIETO
TpeOOBaHMs, MPEKPATUTh MX OOpPaOOTKYy WM OOECIEUYHUTh MPEKpPAIICHUE TaKOu
o0paboTku (eciu Takasi 00pabOTKa OCYIIECTBISCTCS JIMIIOM, OCYIIECTBISIOIINM
00paboOTKy EPCOHATLHBIX JAHHBIX ), 32 UCKIIIOUEHHEM CITydaeB, KOT/Ia y orepaTopa
HMMEETCS TPAaBOBOE OCHOBAHME, MTpeycMOTpeHHOE DenepaibHbIM 3akoHOM No 152-
®3;

3.9.1.6 B coorBerctBum ¢ uactero 3 cratem 20, B CpOK, HeE
MPEBBIMAINA  CeMH paboumx JHEH €O JHS TPEACTABICHUS CYOBEKTOM
MEPCOHANLHBIX JAHHBIX WA €r0 MPEICTAaBUTENIEM CBEICHUMN, MOITBEPIKIAOIINX,
YTO TEPCOHAIBbHBIE JAaHHBIC SBISAIOTCS  HEMOJHBIMH, HETOYHBIMH WU
HEaKTyaJIbHBIMH, OTEpaTOp OO0sS3aH BHECTH B HUX HEOOXOJMMbIC M3MEHEHUs. B
CPOK, HE MPEBBIIAIONINN ceMH pabouux JAHEH CO AHS MPENICTABICHUSI CYObEKTOM
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NEPCOHANIBHBIX JAHHBIX WA €r0 MpPEJICTaBUTENIEM CBEIEHUM, MOATBEPKIAIOIIMX,
YTO TaKUE MEPCOHAJLHBIC JIAHHBIC SIBJISIIOTCS HE3aKOHHO MMOJTYYCHHBIMH WM HE
ABJISIIOTCSL HEOOXOJUMBIMM JUISI 3asiBIICHHOW 1Ieiau 00paboTKu, omepaTop oOs3aH
YHUYTOXXUTh TaKUE MEPCOHANIbHBIC TaHHbIe. OniepaTop 00s3aH YBEIOMUTH CYyObEKTa
NEPCOHANILHBIX JaHHBIX WJIM €ro MPEJCTaBUTENSl O BHECEHHBIX H3MEHEHHUSX M
MPEANPUHATHIX MEepax U MPUHATH Pa3yMHbIE MEPBI JJI YBEOMIICHUS TPETHUX JIUII,
KOTOPBIM MIEPCOHANILHBIE JIAHHBIE 3TOT0 CYObEKTa ObLIN MEepPEIaHbI.

3.9.2 B cootBeTcTBUHM ¢ YacThio 6 ctathu 21 denepanbHoro 3akoHa Ne 152-
@3, B cimydae OTCYTCTBUS Y OIEPAaTOPa BOZMOKHOCTH YHHUUTOKEHHS IEPCOHATBHBIX
JAHHBIX B TEYEHUE YCTAHOBIIEHHBIX CpPOKOB, OIEPaTOp  OCYIIECTBIISAET
OJIOKMpOBaHUE TAKUX MEPCOHATBHBIX JAHHBIX WM 00ECIIEUMBAET UX OJIOKMPOBAHUE
(eciu  00pabOTKa NEPCOHANBHBIX JIAHHBIX OCYIIECTBISAETCS JAPYTHM JIALOM,
JEUCTBYIOIUM 1O TIOPYYECHHIO oOlepaTopa) U O0ECrneYrMBaeT YHUYTOKECHUE
MEPCOHANILHBIX JIAHHBIX B CPOK HE 00Jiee YeM IIECTh MECSIIEB, €CIIM MHON CPOK He
YCTaHOBJIEH (peepaibHbIMU 3aKOHAMHU.

3.9.3 YHHUYTOXXCHHE TEPCOHATBHBIX JaHHBIX JIOJDKHO IPOU3BOIUTHCS
CHOCO0OM, HUCKITFOYAOIIUM BO3MOXHOCTh JalbHEHIIEH 00paOOTKH.

3.9.4 CaunerenbCTBa YHHUTOKCHHUS TIEPCOHATBHBIX JAHHBIX JOJKHBI OBITH
o(opMJICHBI B COOTBETCTBUU C MpukazoMm PockomMHamzopa oT 28 okTsiops 2022 Neo
179 «O6 yTBepxkaeHun TPeOOBaHMM K TMOATBEPKICHUIO YHUUTOXKCHUS
MEPCOHATBHBIX JAHHBIX).

3.10 Omuenka Bpeaa cy0beKTaM NMepPCOHAIbHBIX JAHHBIX

B cooTtBercTBHM ¢ myHKTOM 5 yactu | ctateu 18.1 @enepanbHoro 3akoHa Ne
152-®3, omepatop 00si3aH TPOBOJIUTH OLIEHKY BpEIa, KOTOPHIA MOXKET OBITH
MPUYMHEH CyObEeKTaM MEePCOHATLHBIX JJAHHBIX B cllydae HapylieHus denepaabHOro
3akoHa Ne 152-@3, cooTHONIEHNE YKAa3aHHOTO BPEAa U MPUHUMAEMBIX OIIEPATOPOM
MEp, HampaBJIICHHBIX HAa  OOecreYeHWe  BBIMOJHEHUS  OOS3aHHOCTEH,
npeaycmoTpeHHbix denepanbabiM 3akoHOM Ne 152-@3. Ouenka Bpena AO0JKHA
MIPOU3BOJANTHCS B COOTBETCTBUU C TIpHKa3zoM PockoMHamzopa oT 27 okTsaops 2022
Ne 178 «O6 yTBepkaeHUM TpeOOBaHUN K OIEHKE BpeNa, KOTOPHIH MOXKET OBITh
MpUYMHEH CyObEeKTaM MEePCOHATLHBIX JJAHHBIX B cllydae HapylieHus denepaabHOro
3akoHa «O MepCOHAbHBIX TAHHBIX).

3.11 TpeboBanus K HEABTOMATH3MPOBAHHOM o0padoTke
MEePCOHAIBbHBIX JAHHBIX

TpebGoBanus mo 0OpabOTKe W 3alUTE MEPCOHAIBHBIX JTaHHBIX, 00pabOTKa
KOTOPBIX OCYLIECTBIIA€TCS 0€3 HCMHOJb30BAaHUS CPEACTB aBTOMAaTHU3AlIUH,
ycranaBnuBatorcs [locranoBnenuem [IpaBurensctBa PO ot 15 centsaops 2008 Ne
687 «O06 yrBepxaeHuu Ilonoxxenuss 06 0cOOEHHOCTAX 00pabOTKU MEPCOHATIBHBIX

15



CAMOPEINYNMMPYEMAA OPIrAHN3ALIMA
HALMNOHATINBHARA AccouUummAauUuvmA
HENPocvagAPCTBEHHLBI X
MEHCWOHMHBI X @ocaoHOgoOB

JAHHBIX, OCYILECTBIISIEMON O€3 HCIOJIb30BAHUS CPEACTB aBTOMATU3ALUNY (J1ajee —
nocra”osiieHue [IpaBurensctBa PO Ne 687).

K HeaBTOMaTH3MpOBaHHOW 0OpabOTKE OTHOCUTCA JroOas o00padoTKa
NIEPCOHANBHBIX JAHHBIX, B KOTOPOU HE 3a/1€iCTBOBAHbI CPECTBA BHIYUCIUTEIHHON
TEXHHUKH.

IIpouecc 06pabOTKM NEPCOHAIBHBIX TaHHBIX MOXET MPEAYCMaTPUBATh CPasy
aBTOMATU3MPOBAaHHYI0 M HEaBTOMATHU3MPOBAaHHYIO OOpabOTKy NepCOHAIbHBIX
naHHbIX. [Ipm 3TOM Ha KaXJAOM TEXHOJIOTMYECKOM YydacTKe 00paboTKu
NEPCOHANBHBIX JAHHBIX JOJDKHBI OBITh  PealM30BaHbl  COOTBETCTBYIOIIHE
TpeOOoBaHMs K 00pabOTKe U 3aIIUTE MEPCOHAIBHBIX TAHHBIX.

JUist BBIMOJIHEHUS TpeOOBaHWM K 0OpabOTKE MEPCOHANBHBIX JIaHHBIX,
YCTaHOBJICHHBIX NOcTaHOBIeHUEM [ IpaBurenscTBa PO Ne 687, HerocynapcTBeHHbIE
NEHCUOHHBIE (DOHABI JOTKHBI 00ECTIEUUTh:

3.11.1Ucknroyenue ¢uKcald Ha OJJHOM MaTEepUAIbHOM HOCHUTENE
NEPCOHAIBHBIX JAHHBIX, LEIH 00paOOTKU KOTOPBIX 3aBEJOMO HE COBMECTUMBI.

3.11.2Vcnonp30BaHre  KypHAJIOB  (peecTpoOB, KHHT), COACpPIKaIIUX
NIEPCOHANBHBIE JaHHBIE, HEOOXOMUMBIC UISI OJHOKPATHOTO MPOIycka CyObhekTa
NEPCOHANBHBIX JTaHHBIX Ha TEPPUTOPHUIO, HA KOTOPOH HAXOIUTCS ONEpaTop, WU B
WHBIX aHAJIOTUYHBIX LEJISX, TOIBKO MPU HATMYUH JIOKATBHBIX aKTOB, BKITIOYAIOIITIX
B ce0s1 CBEJIEHUS O eI 00pabOTKH MePCOHANBHBIX JAHHBIX, OCYIIECTBISIEMOM 0e3
UCIIOJIb30BAaHUSl CPEACTB aBTOMAaTH3allMM, CHOCOObI (HUKCAMM U  COCTaB
uH(pOpMalLny, 3alpalinBaeMoil y CcyObeKTOB IEPCOHABHBIX JaHHBIX, IEPEUCHb JINLL
(TTOMMEHHO WJIH TIO JOJHKHOCTSIM ), HIMEIOIIUX JOCTYI K MaTepUAIbHBIM HOCUTEISIM
¥ OTBETCTBEHHBIX 3a BEJCHHWE M COXPAHHOCTH KypHasa (peecTpa, KHUTH), CPOKHU
00paOOTKM TMEpPCOHATBHBIX NAHHBIX, a TAKXKE CBEACHUS O TMOPAIKE MPOIycKa
CyObeKTa TEPCOHAIBHBIX JaHHBIX Ha TEPPUTOPHIO, HA KOTOPOW HAXOIUTCS
orepatop, 0e3 TOATBEPKACHUS MOAJUHHOCTH NEPCOHANBHBIX  JAHHBIX,
COOOIIEHHBIX CYOBEKTOM TEepCOHAIbHBIX JaHHBIX. Ilpu 3TomM 3aHeceHue
NEPCOHANBHBIX JAHHBIX KAXKJ0T0 CyObeKTa NepCOHABHBIX JaHHBIX B TAKOH KypHaI
(peecTp, KHUTY) JOJDKHO 3aHOCUTBCS HE 0OoJiee OJHOTO pa3a B KaKIOM Cliydyae
NpOMycKa Ha TEPPUTOPHIO, a KOMMPOBaHUE HH(DOPMAIIMH U3 HETO - 3aIPEeIIeHO.

3.11.30mnpenenenre  MeCT  XpaHEHUST  MaTepUAIbHBIX  HOCHUTENEH
NEPCOHANBHBIX JAaHHBIX IJIS KaKIO0W KaTeropuu MEPCOHANBHBIX JaHHBIX IyTEM
U3JIaHUs JIOKATBHOTO aKTa.

3.11.40npenenenue  mepeyHs  JUI, OCYLIECTBISIOMUX  00pabOTKy
NEPCOHANBHBIX JAHHBIX MMyTeM U3JaHUS JOKAIBHOTO aKTa.

3.11.5Pa3nienpHOE XpaHEHHE MEPCOHATBHBIX JAaHHBIX, 00pabOTKa KOTOPBIX
OCYILECTBISIETCS B PA3IMYHBIX LEISAX, MyTEM HMX pa3MELIEHUs B OTAEIbHBIX
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3aMrpaeMbIX XPAHWINIIAX B OJJHOM IMMOMEIIEHUHN WM UX pa3MEIICHUS B OT/IEIbHBIX
MOMEMICHUSIX. B OTHONICHMM XpaHWIWI ¥ TOMEMICHWH, B  KOTOPBIX
OCYIIECTBISICTCSl XpAaHEHHE MAaTepUANbHBIX HOCUTENICH MEPCOHANbHBIX JaHHBIX,
JOJDKHBI TIPUMEHSITBCSI MEPBI, OOECIEUMBAIONINE COXPAHHOCTb MEPCOHAIBHBIX
JAHHBIX U UCKITIOYAIOIIME HECAHKIIMOHUPOBAHHBIN K HUM JOCTYII.

3.12 O3nakoMjeHHe pa0OTHUKOB, OCYLECTBJISIIOIINX 00padoTKy
MEePCOHAJBHBIX, C UHpOpMaLUeH

3.12.1 B cootBercTtBuu ¢ myHKTOM 6 4yactu 1 crateu 18.1 ®denepanbHOrO
3akoHa Ne 152-®3 omepaTtop 00s3aH OCYMIECTBISATH O3HAKOMJICHHUE PaOOTHHKOB,
HETIOCPEACTBEHHO OCYIIECTBIAIOMUX 00pabOTKYy TMEpPCOHAIbHBIX HaHHBIX, C
MOJIOKEHUSAMH  3aKoHoAaTenbcTBa Poccuiickor @Penepannu O NEPCOHANBHBIX
JAaHHBIX, B TOM 4YHCJIE TpeOOBAaHUAMHM K 3alllUTC TEPCOHANBHBIX JIaHHBIX,
JIOKyMEHTaMu, ONPENeISIONMMH TOJIUTUKY OfepaTopa B OTHOLIEHUH 00pabOTKU
NEPCOHANIBHBIX JaHHBIX, JIOKAJBHBIMH aKTaMHd IO BOIpocaM 00pabOTKU
MEPCOHANILHBIX JJAHHBIX, U (W) 00y4YeHHE YKa3aHHBIX PaOOTHUKOB.

3.12.2 B cooTBeTCTBUM ¢ MyHKTOM 6 moctaHoBieHus I[IpaButensctBa PO
Ne 687, omepatop 00s3aH uH(pOpMHUpOBaTH Bcex JHI (PAaOOTHUKOB WM JIHII,
OCYILIECTBIISIIONIUX 00pabOTKY MO JOTOBOPY C oniepaTopoM) o pakte 00pabOTKH UMU
MEPCOHANBHBIX JaHHBIX, 00pa0d0TKa KOTOPBIX OCYIIECTBISIETCS OMEpaTropoM 0Oe3
UCIIOJIb30BAHUSI ~ CPEJCTB  aBTOMATH3aIlMM, KaTeropusx o0OpabaThIBaeMbIX
MEPCOHANILHBIX JAHHBIX, & TaKkKE 00 OCOOCHHOCTSX U MPABWIAX OCYIIECTBICHHUS
Tako 00pabOTKH, YCTAHOBJICHHBIX HOPMATHBHBIMUA TMPABOBBIMH  aKTaMU
dbenepanbHBIX OPTaHOB UCTIOTHUTENBHOM BIACTH, OPTaHOB UCTIOJTHUTEIHHOM BIIACTH
cyonpekToB Poccuiickoit @eneparu, a Takke JOKAIbHBIMH TMPABOBBIMU aKTaMHU
oreparopa.

3.13 H3panme W myO0auKanusl MOJUTHKH B OTHOLWIEHUH OOpPadOTKH
MEePCOHAIBbHBIX JAHHBIX

B cootBercTBUU ¢ yacThio 2 crathu 18.1 denepanbHoro 3akoHa Ne 152-03
orepaTop o0s3aH OMyOIMKOBATh WJIM MHBIM 00pa30M 00eCTIeYNTh HEOTPAHUYCHHBIH
JOCTYN K JIOKYMEHTY, ONpPEIESIONIEMy €ro MOJUTHUKY B OTHOLIEHUH 00pabOTKU
NEPCOHANBHBIX JAaHHBIX, K CBEJACHUSAM O PEAM3yeMBbIX TPEOOBAHUAX K 3aIIUTE
NEPCOHANBHBIX JaHHBIX. OrmnepaTop, OCYIIECTBISIOMUNA CcOOp TEePCOHATBHBIX
JAHHBIX C HWCIMOJB30BaHUEM HH()OPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CEeTEH,
o0s13aH OITyOJINKOBATh B COOTBETCTBYIONIEH nH(OPMAITMOHHO-
TEJICKOMMYHHUKAIIMOHHON CETH, B TOM 4YHUCJIE Ha CTPAHUIAX MPUHAJJICKAIIETO
orepaTopy caita B HHPOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHOU ceT «HTepHETY,
C MHCIIOJIb30BAaHHUEM KOTOPBIX OCYIIECTBIISIETCS COOp MEPCOHATIbHBIX JIAaHHBIX,
JIOKYMEHT, ONPEIEISIONINI €T0 MOJTUTHKY B OTHOLIEHUU 00pa0OTKU NMePCOHATBHBIX
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JAHHBIX, W CBEJIEHUSA O peaU3yeMbIX TPEOOBAHUSAX K 3alllUT€ NEPCOHATBHBIX
JAHHBIX, a TaK)Ke 00eCeUnTh BO3MOXHOCTD JOCTYIA K YKa3aHHOMY JOKYMEHTY C
UCTIOJIb30BaHUEM CpEICTB COOTBETCTBYIOIIEH uH(GOPMaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOMN CETH.

3.14 O6pabGorTka oOpaieHnii Ccy0beKTOB MEPCOHATbHBIX TAHHBIX

3.141 CyObexThl NEPCOHANBHBIX JAHHBIX MMEIOT MPaBO OOpalleHUus K
oIepaTopy Mo BompocaMm oO0pabOTKH WX NEPCOHATBHBIX IAHHBIX WM HANPaBICHUS
€My 3ampoca, CBSI3aHHOTO C 00OpabOTKOW €ro MepcoHaNbHBIX JaHHBbIX. OTBET Ha
oOpailieHre/3arpoc J0JKeH ObITh HAlpaBlieH B TEUCHHE JECATH paboduX THEH C
JIaThl TIOJIyYEHHUsl OOpaleHusi/3amnpoca cyobeKkTa MepCoHaIbHbIX JAHHBIX HIIH €ro
IpeCTaBUTENA. Y Ka3aHHBIN CPOK MOXKET OBITH MPOJUICH, HO HE OoJiee ueM Ha MSTh
pabounx [nHEH B CIOy4yae HalpaBJICHUs OIMEpPaTOPOM B aapec CyObeKTa
MEPCOHANILHBIX JAHHBIX MOTHBHUPOBAHHOTO YBEJAOMJICHUS C YKa3aHHEM MNPUYUH
MPOJUICHUS] CPOKa MPEJOCTaBIICHUs 3ampainiuBaeMoi uHpopmanmu. CBeaeHUs
JIOJDKHBI OBITh MPEIOCTaBICHbl CyOBEKTY MEPCOHANBHBIX JAaHHBIX OMEPAaTOPOM B
JIOCTymHON (hopme, W B HUX HE JOJDKHBI COAEPKATHCA TMEPCOHAIBHBIC JaHHBIC,
OTHOCSIIUECS K JIPYTHUM CYObEKTaM IEpPCOHAIbHBIX JAaHHBIX, 32 WCKIIOYCHHEM
CllydaeB, €CIM HWMEIOTCA 3aKOHHBIE OCHOBAHHS [UISI PACKPBITUA TaKUX
MEPCOHATBHBIX JaHHBIX.

3.14.2  Oo0pamenue cyObeKTa OJDKHO COJIEpKaTh HOMEpP OCHOBHOIO
JIOKyMEHTA, YAOCTOBEPSIONIETO JTUYHOCTh CyObEKTa MEPCOHATBHBIX JAHHBIX HIIU
€ro IPEeJICTAaBUTEIS, CBEJICHUS O JJaTE BhIJIAYM YKa3aHHOTO JOKYMEHTA U BBIIABIIEM
€ro OpraHe, CBEACHUS, MOATBEPXKIAIOIINE ydYacTHE CYOBEKTa TEepPCOHATBHBIX
JAHHBIX B OTHOIICHHSIX C OMEpaTtopoM (HOMEp IOroBOpa, JaTa 3aKIIOYEHUs
JIOTOBOpA, YCJIOBHOE CIIOBECHOE O0O3Ha4YeHWE U (WJIM) WHBIE CBEICHUS), MO0
CBEICHUS, UHBIM 00pa3oM MoATBepkaaIue (akrt oOpadOTKH MEePCOHATbHBIX
JAHHBIX OTEPATOPOM, TMOMANKHCH CYOBEKTa MEPCOHANBHBIX JIAHHBIX WU €ro
MPEICTaBUTEIIA.

3.14.3 3ampoc MoxeT OBITh HampaBieH B (GoOpMe dIEKTPOHHOTO
JOKYMEHTa M TOJMNHCAH JJEKTPOHHOM TMOANUCHIO B COOTBETCTBHHM C
3akoHoaTenbCcTBOM PD. Oneparop J0MKEH NPEAOCTaBUTh HHDOPMALUIO CyOBEKTY
NEPCOHANBHBIX JaHHBIX WM €ro MPEACTaBHTEII0 B TOi ¢opMe, B KOTOPOH
HampaBJieHbl COOTBETCTBYIOIINE OOpalieHne 0o 3ampoc, eCIi HHOE HE YKa3aHO B
oOpaIieHny Wiy 3ampoce.

3.14.4 B cootrBercTBUM ¢ 4YacThio 3 ctaThu 20 denepasbHOTO 3aKOHA
Ne 152-®3, omeparop 00s3aH  TPENOCTaBUTH  OE3BO3ME3THO  CyOBEKTY
NEPCOHANBHBIX JaHHBIX WM €Tr0 MPEICTAaBUTENII0 BO3ZMOXXHOCTh O3HAKOMJICHHS C
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NEPCOHALHBIMU JTAHHBIMHU, OTHOCSIIIUMHCS K ATOMY CYOBEKTY MEepCOHATbHBIX
JTAHHBIX.

3.145 Yacteio 8 cratem 14 denepanpHoro 3akoHa Ne 152-D3
YCTaHABJIMBAETCS PAJl CIy4YaeB, KOrJa MpaBo CyObeKTa NEPCOHAIBHBIX JAaHHBIX Ha
JIOCTYII K €r0 NMepCOHANIbHBIM JJAHHBIM MOKET OBITh O'PaHUYEHO.

B ciyuae oTka3za B npeiocTaBieHUM HHPOPMAILIUU O HAJTUYUH MTEPCOHAIBHBIX
JAHHBIX, OorepaTop 00s3aH J1aTh B MUCHbMEHHOW (popMe MOTHBHPOBAHHBIN OTBET,
coAepKallrid CChUIKY Ha MOJIOKeHUE YacTu 8 ctatbu 14 deaepanbHoro 3akona 152-
®3 unu uvHOTO (PenepalibHOTO 3aKOHA, SIBISIIOIIEECS OCHOBAaHHUEM Ui TaKOTO
OTKa3a, B CPOK, HE NPEBBIIAIOMINN JeCATH pabouux JHEH CO JHA OOpalieHus
CyOBbeKTa MEePCOHATBHBIX JAHHBIX WJIU €0 MPECTaBUTENS MO0 ¢ JaThl MOJyYeHUS
3ampoca cyObeKTa MEPCOHANBHBIX JAHHBIX WIM €T0 MPEeACTaBUTENsS. Y Ka3aHHbBIN
CPOK MOXET OBITh MPOJJICH, HO HE 0oJiee YeM Ha MATh pabouux JHEW B cilydae
HalpaBJCHUs OMEepaTopoM B ajpec CyObeKTa MEPCOHANBHBIX JaHHBIX
MOTHMBHUPOBAHHOTO YBEJAOMIICHHS C YyKa3aHWEM I[PUYUH MPOJJIEHUS CpPOKa
Mpe0CTaBICHUS 3alpaliuBaeMoil HHQOpMaIIUH.

3.14.6 B cootBercTBuM ¢ yacThio 1 crateu 14 denepanbHOoro 3axkoHa No
152-®3 cyOBEeKT TepcoOHAIBHBIX JJAHHBIX BIpaBe TpeOOBaTh OT oOmIeparopa
YTOUYHEHUSI €ro MEePCOHAJbHBIX JAHHBIX, UX OJIOKUPOBAHUS WU YHUYTOXKCHHUS B
cilly4yae, €CId MEpPCOHAJbHbIE JAHHBIE SIBJISIIOTCS HEIMOJHBIMH, YCTApEBIIMMH,
HETOYHBIMHU, HE3aKOHHO TOJYYCHHBIMU WU HE SIBJISIOTCS HEOOXOIUMBIMH IS
3asIBJICHHOM 1IeIn 00pabOTKH, a TakXke MPUHUMATh MPETyCMOTPEHHBIE 3aKOHOM
MEpHI 10 3alIUTE CBOUX IPaB.

B cootBerctBum ¢ vacteio 1 craten 21 denepanbHoro 3akoHa Ne 152-03, B
Cllyyae BBISIBJICHUS HEMPaBOMEPHONM O0OpaOOTKH MNEPCOHAIBHBIX ITAaHHBIX TIPHU
oOpailieHu cyObeKTa MEPCOHANBHBIX JAHHBIX WJIM €r0 MPEICTaBUTENS JUO0 IO
3ampocy CyObeKTa TMEepPCOHANBHBIX JaHHBIX WA €ro TPEJCTaBUTENs JHOO
YIOJHOMOYEHHOTO OpraHa IO 3allluTe MpaB CYObBEKTOB MEPCOHAIBHBIX JAaHHBIX
orepaTtop 00s3aH OCYIIECTBUTH OJIOKMPOBAHWE HEMPABOMEPHO 00pabaThIBAEMBIX
MEPCOHAILHBIX JIAHHBIX, OTHOCSIINXCS K 9TOMY CyOBEKTY MepCOHATBHBIX JAHHBIX,
Wi o0ecneuynTh HX OJIOKHMpoBaHME (eciu 00padOTKa MEPCOHATBHBIX JaHHBIX
OCYUIECTBJISIETCS APYTHM JIMLIOM, ACHCTBYIOUIMM MO TMOPYYEHHUIO OIlepaTopa) C
MOMEHTa TaKOro OOpalleHusl WM MOJYyYEeHMs] YKa3aHHOIO 3ampoca Ha TEepHOJI
NpoBepKU. B ciydae BBISBICHUS HETOYHBIX NE€PCOHANBHBIX JIaHHBIX MpHU
oOparieHnn cyObeKTa MepCOHABHBIX TAHHBIX WA €T0 MPEICTABUTENS JTUOO0 M0 UX
3aMpocy WM IO 3anpocy YHOJHOMOYEHHOTO OpraHa Mo 3alluTe MpaB CyOBbEKTOB
MEPCOHANLHBIX ~ JaHHBIX OmepaTtop 00s3aH  OCYIIECTBUTh  OJIOKUPOBAHUE
NEPCOHANIBHBIX JIAaHHBIX, OTHOCSILIUXCS K 3TOMY CyOBEKTY NMEepCOHANbHBIX JaHHBIX,
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wim obecrnieunTh UX OJOKMpoBaHHE (eciu oO0paboTKa IEepPCOHAIBHBIX JIAHHBIX
OCYIIECTBIISETCS APYTUM JIAIIOM, ACHCTBYIONIMM IO TOPYYEHHUIO OIepaTopa) C
MOMEHTA TaKOTO OOpalieHus] WM TOJYyYeHHs] YKa3aHHOTO 3ampoca Ha TEPHOJT
MIPOBEPKH, €CIu OJOKHPOBAHUE TICPCOHATLHBIX JAHHBIX HE HApYyIIAeT IpaBa U
3aKOHHBIE HHTEPECHI CYyObEKTa MEPCOHATBHBIX JAHHBIX WIIA TPETHUX JIUII.

B cootBeTcTBUU € yacThio 2 crathu 21 @eaepanbHoro 3akoHa Ne 152-03, B
cily4yae MOATBEPKIEHUS (PakTa HETOYHOCTU MEPCOHAIBHBIX JAHHBIX ONEPaTOp Ha
OCHOBAHHMM CBEJICHUM, MPEJICTABICHHBIX CYOBEKTOM IMEPCOHAIBHBIX JAHHBIX WIH
€T0 MPEICTAaBUTEIIEM JIMOO YITOJTHOMOYSHHBIM OPTAHOM I10 3aITUTE MPaB CyObEKTOB
MIEPCOHANLHBIX JTAHHBIX, WM WHBIX HEOOXOAUMBIX JOKYMEHTOB O0s3aH YTOYHHUTH
NepcoHaJIbHbIE JaHHBIE JHUOO oOecneunTh HMX yTO4YHEHUEe (ecau oOpaboTka
MIEPCOHANBHBIX JTAHHBIX OCYIIECTBISICTCS APYTHM JIUIIOM, JCHCTBYIONIUM IIO
MOPYYECHHUIO OTEepaTopa) B TEUEHUE CEMU PabOYMX JTHEH CO JHS MPEACTABICHHUS
TaKUX CBEJICHUN U CHATH OJIOKMPOBAHKE NMEPCOHAIBHBIX TAHHBIX.

3.15 OOfs3aTtenbHble TpeOOBaHUSI NPH TMPHHATHU pPelleHHH Ha
OCHOBAHUH HCKJII0YHUTEJIbHO aBTOMATU3HUPOBAHHOI 00paboTKH
MEePCOHATbHBIX JAHHBIX

B cooTtBercTBHM co cTathel 16 DenepanbHoro 3akoHa Ne 152-@3, pemienue,
MOPOXKTAFOITICE FOPUTUICCKUE MOCEACTBUS B OTHOIICHNN CYOhEKTa MePCOHATBHBIX
JAHHBIX WJIM WHBIM 00pa3oM 3aTparuBalolliee €ro NpaBa M 3aKOHHBIE WHTEPECHI,
MOXET OBITh MPUHATO HA OCHOBAHWHM HCKJIIOYUTEIBHO aBTOMATHU3MPOBAHHOMN
00pabOTKM €ro TMEepPCOHAIBHBIX JAaHHBIX TOJILKO TPU HAJIWYUU COTJIACHS B
MUCbMEHHON (opmMe CyOBeKTa TepCOHAIBHBIX JaHHBIX WM B  CIydasXx,
MIPETYCMOTPEHHBIX (DeepaTbHbIMM 3aKOHAMH, YCTAaHABIUBAIOIMIMMH TaK:KE MEPBI
no oOecrneyeHuto COOMI0OJEHUsI TMpaB M 3aKOHHBIX MHTEPECOB CyObEeKTa
MIEPCOHAJILHBIX JTAHHBIX.

[Tpu »TOM omepatop 00s3aH Pa3bSICHUTH CYOBEKTY MEPCOHATBHBIX JAHHBIX
TIOPSIIOK TIPUHSITHS PEIICHHS] HA OCHOBAHUH UCKITIOUNUTEILHO aBTOMATU3UPOBAHHOMN
00pabOTKH ero MepCoOHANBHBIX JAaHHBIX U BO3MOXHBIC IOPUANUECKUE TTOCIIEICTBHS
TaKOT0 PEIICHUS, IPEIOCTABUTh BO3MOKHOCTh 3asIBUTH BO3PAKEHHUE TIPOTHUB TAKOTO
pelieHus, a TaKKe pPa3bsICHUTH TMOPSAIOK 3alUTHl CYOBEKTOM IEPCOHAIBHBIX
JAHHBIX CBOUX MPAB M 3aKOHHBIX HHTEPECOB.

OmnepaTtop 00s13aH PacCMOTPETh BO3PAKCHHE NPOTHB TAKOTO PEIICHHS B
TEUCHUE TPUIIATA JHEHM CO JHS €ro TOJy4YeHHS W YBEIOMHUTh CyOBEKTa
MIEPCOHATBLHBIX JJAHHBIX O PE3yJbTaTaX PACCMOTPEHHS TAKOTO BO3PAKCHHUS.

3.16 OO0si3aHHOCTH omepaTopa Npu c6ope NePCOHATbHBIX JAHHBIX
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3.16.1 Ilpu cOope nepcoHaIbHBIX JaHHBIX OMEpaTOp 005S3aH MPEIOCTaBUTh
CyObEKTy  TMEpCOHaJbHBIX JAaHHBIX IO €ro mpocsde  HHPOpMaIHIo,
IPELYCMOTPEHHYO 4acThio 7 ctaThu 14 ®@enepanbHoro 3akona Ne 152-@3.

3.16.2 B cootBeTcTBUU ¢ 4acThio 3 cTaThu 18 DenepanpHoro 3akoHa Ne 152-
®3, ecnau mnepcoHaNIbHBIE JAHHBIE IMOJYYEHBI HE OT CyObEKTa MEepCOHATbHBIX
JAHHBIX, OTEepaTop 0 Hadayia 0OpaOOTKM TaKMX MEPCOHAIBHBIX NAHHBIX 005S3aH
NPEIOCTaBUTh CYOBEKTY MEPCOHATBHBIX JaHHBIX CICIYIOIIYI0 HH(OPMAIIUIO:

o HauMEHOBaHue MO0 (aMuius, UMs, OTYECTBO M aJpec oreparopa
WJIU €T0 MPEICTaBUTENS;

o 1esb 00pabOTKU MEPCOHANBHBIX JaHHBIX U €€ IPAaBOBOE OCHOBAHMUE;

o IIEPEYEHb MEPCOHAIIBHBIX TAHHBIX;

o IIPEIOJIaraeMple I0JIb30BaTEIIN IEPCOHAIBHBIX JAHHBIX;

o ycTaHoByieHHbIE DenepaibHbIM 3akoHOM Ne 152-D3 npaBa cyObekTa

NEPCOHAIBHBIX JaHHbIX;

o UCTOYHUK TOJTYyUYEHUS TIePCOHANBHBIX JaHHBIX.

Omnepatop o0cBOOOXIaeTcss OT OOA3aHHOCTH MPEJAOCTABUTh CYyOBEKTY
NEPCOHANIbHBIX JAHHBIX YKa3aHHbIC BbILIE CBEJACHUS B CIIy4asix, €CIIU:

o CYOBEKT NEepCOHAIbHBIX IaHHBIX YBEIOMJIEH OO0 OCYIIECTBIIEHUU
00pabOTKH €ro MepcoHaIbHBIX JTAHHBIX COOTBETCTBYIOIINM OIEPATOPOM;

o NEPCOHAJIbHBIE JAaHHBIE TMOJYYEHbl ONEpaTopoM Ha OCHOBAaHUU
(benepabHOTO 3aKOHA WJIM B CBA3U C UCIIOJIHEHHEM JI0TOBOPA, CTOPOHOM KOTOPOTO
100 BBITOAONPUOOpETATENEM UM MOPYUUTETIEM IO KOTOPOMY SABIISIETCS CYOBEKT
NEPCOHAIBHBIX JaHHbIX;

o 00paboTKa TMEpPCOHAIBHBIX JIAHHBIX, Pa3pEHICHHbIX CYOBEKTOM
NEPCOHAIBHBIX JaHHBIX AJISl PacCHpOCTPAHEHUS], OCYILECTBISIETCS C COOJIIOIEHUEM
3alpETOB U YCIOBUH, NMpenycMoTpeHHbIX ctaTheil 10.1 denepanbHOro 3akoHa Ne
152-®3;

o OTIepaTop OCYIIECTBISIET 0OpPaOOTKY MEPCOHAIBHBIX JAHHBIX IS
CTATUCTUYECKUX WM HHBIX HCCIIENOBATeIbCKUX IIeNied, A OCYIIECTBIICHUS
npo(hecCHOHANBHOM ASITENbHOCTH )KyPHAIUCTA JTM00 HAyYHOM, TUTepaTypHON WK
MHOW TBOPYECKOW JEATENBHOCTH, €CIM MpH 3TOM HE HAapylIAlOTCsA IpaBa H
3aKOHHBIE HHTEPECHI CYObEKTa MEPCOHATBHBIX TaHHBIX;

o NPEI0CTaBIICHUE CYOBEKTY NMEPCOHATIBLHBIX JaHHBIX YKA3aHHBIX BbIILIE
CBEJCHUI HapyIIaeT MpaBa U 3aKOHHbIE MHTEPECHI TPEThUX JIUIL.

3.16.3 Ilpu cbope mnepcoHalIbHBIX NAHHBIX, B TOM YHCJE IOCPEICTBOM
UHPOPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHON ceTn «MHTepHeT», omeparop o0s3aH
0o0eCneunTh 3alucCh, CUCTEMATHU3ALMIO, HAKOIUIEHHE, XPaHEHUE, YTOUHEHUE
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(oOHOBJIEHHE, W3MEHEHHWE), W3BJICUCHHE MEPCOHAIBHBIX JAHHBIX TpaXkKIaH
Poccuiickoii ®enepauuu ¢ HUCHOJb30BaHUEM 0a3 MAHHBIX, HAXOISIIUXCS Ha
teppuropun Poccuiickorn denepanuu, 3a UCKIOUYECHUEM CIy4aeB, YKA3aHHBIX B
nyHKTax 2, 3, 4, 8 wactu 1 ctateu 6 @enepanbHoro 3akoHa Ne 152-D3.
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4 TpeOoBanusi mo oOecnevyeHNI0 0€30MACHOCTH TNEPCOHAIBbHBIX
JaHHBIX, 00padaTbiBaeMbIX B HH(POPMALMOHHBIX CHCTEMAX NEPCOHAIBHBIX
JTAHHBIX HErOCYAAPCTBEHHbIX EHCUOHHBIX ()OHIOB

B cootBerctBuM ¢ yacthio 2 cratbu 19 denepanbHoro 3akoHa No 152-03,
oOecrieyeHrne O€30MacCHOCTU TEPCOHANBHBIX JAHHBIX JODKHO JOCTUTaThCs, B
YaCTHOCTHU:

o OINPEIEICHUEM YIpo3 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaxX NMEPCOHATBLHBIX JaHHBIX;

o IPUMECHEHUEM  OPraHM3allMOHHBIX W  TEXHUYECKHUX MEp IO
oOecrieyeHnI0 0e30MacCHOCTH TEPCOHAIBHBIX JIAHHBIX TP HX 0O0paboTKe B
WH(GOPMAIIMOHHBIX CHCTEMaX TEPCOHAIBHBIX JIAHHBIX, HEOOXOAMMBIX IS
BBITIOJIHEHUS TPEOOBAHMM K 3aIUTE MEPCOHATBHBIX TAHHBIX, UCTIOTHEHUE KOTOPBIX
oOecrieunBaeT ycraHoBjaeHHbIe [IpaButenscTBoM Poccutickoit denepanuu ypoBHU
3alUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX;

o MPUMEHEHUEM TMPONICANINX B YCTAHOBJICHHOM MOPSAKE MNPOUEAYPY
OILICHKU COOTBETCTBHS CPEJICTB 3aIUTHI HHGOPMAIIHH;

o OLICHKON 3(P(EKTUBHOCTH NPHUHUMAEMBIX MEp IO O00ECIEUYECHUIO
0€e30IacCHOCTH  MEPCOHANBHBIX  JAHHBIX JO BBOJAa B  JKCIUTyaTalHIo
MH()OPMAITMOHHOM CUCTEMBI TIEPCOHATBHBIX JIAHHBIX;

o Y4ETOM MAIIMHHBIX HOCUTEJIEH NEPCOHAIBHBIX JAHHBIX;

o oOHapyxeHHeM  (aKTOB  HECAHKIMOHHMPOBAHHOIO  JIOCTyMa K
MEPCOHAIILHBIM JaHHBIM M MPUHSITHEM MEpP, B TOM YHCIIE MEp M0 OOHAPYKEHHUIO,
NPEAYNPEeKICHUI0 W JIMKBUJALMK TIOCJIEACTBUM KOMIBIOTEPHBIX aTaKk Ha
WH(OPMAITMOHHBIE CUCTEMbl IMEPCOHAIBHBIX JAaHHBIX W [0 PEarupoBaHUIO Ha
KOMIIBIOTEPHbBIC UHIIUICHTHI B HUX;

o BOCCTAHOBJICHUEM TEPCOHAIBHBIX JAHHBIX, MOJAU(PUIIUPOBAHHBIX WU
YHUYTO>KEHHBIX BCJIEICTBUE HECAHKIIMOHUPOBAHHOTO JOCTYIIA K HUM;

o YCTAHOBJICHHEM TIpaBWJ JIOCTyHna K TEPCOHAJIbHBIM JIaHHBIM,
oOpabaTbiBaeMbIM B MHGOPMALIMOHHON CUCTEME MEPCOHAIBHBIX JaHHBIX, & TAKXKE
oOecrieueHUEM pETUCTpallMk W y4yeTa BCEX JICUCTBUM, COBEPIIAEMBIX C
MEPCOHATILHBIMU JTAHHBIMUA B HH(POPMAIIMOHHOM CHCTEME MEPCOHATBHBIX TAHHBIX;

o KOHTpPOJIEM 3a NOPUHUMAeMbIMM MepaMU 10  0OECHEUYEeHHIO
0€30MacHOCTH  TEPCOHATBHBIX  JIAHHBIX M YPOBHA  3alUIICHHOCTH
WH()OPMAITMOHHBIX CUCTEM MIEPCOHATBHBIX JAHHBIX.

4.1 BbiaBjeHue " onucaHmue UHGpOPMALIMOHHBIX CUCTEM
MEePCOHAIBHBIX TaHHBIX
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JIist BBISIBIIGHUS, OMUCAaHWA M y4€Tra BceX HH(POPMALMOHHBIX CHCTEM
NEPCOHANBHBIX JAaHHBIX, MCIOJb3YEMBIX B HErOCYJapCTBEHHOM NEHCHOHHOM
donme, momKHa OBITH MPOBEACHA MHBEHTAPU3ALINS BCEX CUCTEM U COJCPIKAIIMXCS B
HUX TEPCOHAJIBHBIX JaHHBIX. B XOJ€ MaHHOrO 3Tama BBINOJHACTCS ONHCAHUE
KOH(pUrypanuu, (HU3NYECKOTO PACIOJIONKEHUS U CTPYKTYpPbl HHPOPMAIMOHHOMN
CUCTEMBI, PEaTM30BaHHBIX 3alIUTHBIX MEp, a TaKXKe OMNPENEISIOTCS TPAHUIIBI
MH(OPMAIMOHHBIX CUCTEM NEPCOHAIBHBIX JaHHBIX. Ha OCHOBaHMM MPOBEIECHHBIX
paboT ompeaensieTcss CnucoKk MHGOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX JTAHHBIX,
opopMisieMblii B BHAC TEPEYHS W OMUCAHUNA WHPOPMAIMOHHBIX CHCTEM
NEPCOHANIBHBIX JaHHBIX, MCIOJIb3YEMBIX B HETOCYJapCTBEHHOM MEHCHOHHOM
dbonpe.

4.2 Omnpeaesenue yrpo3 0€30nacHOCTH MEPCOHATbHBIX IAaHHBIX MPH UX
00padoTke B MH(POPMAIMOHHBIX CHCTEMAX MEPCOHATbHBIX JAHHbBIX

C nuenbto oOmpenencHUs HEOOXOIMMBIX MEp U CPEICTB  3allUTHI,
COOTBETCTBYIOIIMUX AKTYyaJbHBIM yrpo3aM O€30MacCHOCTH IMEPCOHAIBHBIX JAHHBIX
npu ux o0paboTke B MH(GOPMAIMOHHBIX CHCTEMAaxX MEPCOHAIbHBIX JaHHBIX,
IPOBOJATCA aHAJIU3 U OIIEHKa yrpo3 O€30MacHOCTH MEPCOHANbHBIX JaHHBIX, IO
pe3ynbTaTaM KOTOPBIX ONPEIENSIOTCS aKTyalbHble Yrpo3bl 0€30MacHOCTH
NEPCOHANBHBIX JaHHBIX. OneHka yrpo3 0e30MacHOCTH HHQPOpPMALMKU JOJIKHA
OCYIIECTBJISTHCS B COOTBETCTBUU C TPEeOOBAaHUSIMU JOKyMeHTa «MeToandecKuit
JOKYMEHT. MeToIuka OLeHKU yTpo3 6€301MacHOCTH HHPOPMALIUNY, YTBEPKIAECHHOTO
OCTIK Poccuu 5 dpespans 2021.

Ouenka yrpo3 Oe3omacHOCTH WHGOpPMalMKM JIOJDKHA BKIHOYaTh B ceOs
CJIETyIOLIUE ITAIbI:

o OTIpEe/ICICHNE HETAaTUBHBIX TMOCIEICTBUNA, KOTOPhIE MOTYT HACTYIHTh
OT peanu3aiuu (BO3HUKHOBEHHS) YIpo3 0€30MacHOCTH HHGOPMAIIIH;

o OTpeJIeIeHre BO3MOXKHBIX 00bEKTOB BO3/IEUCTBUS yrpo3 0€30MaCHOCTH
uH(popManuy;

° OLICHKY  BO3MOXKHOCTH  peanu3aiuud  (BO3HHMKHOBEHUS)  Yrpo3
6e3omacHoCcTH HH(OPMAIIUY U OTIpEIETICHIE UX aKTYaTbHOCTH.

Ha ocHoBaHum pe3yibTaTOB MPOBEACHHOW OIEHKH yTpo3 OE30MacHOCTH
MEPCOHANILHBIX JTAHHBIX (OpMHUpYETCS TOKYMEeHT «Mojenb yrpo3 6e30macHOCTH
MEPCOHAIBHBIX TAHHBIX», COJIEpAKAIIasl CIEAYIOLIUE CBEICHUS:

° OMHMCAaHWE CHUCTEM M CEeTe M MX XapaKTEePUCTHKa KaK OOBEKTOB
3aIUTHI;
° BO3MOKHBIC HeraTUBHBIC MOCJIECTBUS oT peanuzaunun

(BO3BHHKHOBEHHUS) yTrpo3 0€30MacHOCTH UH(POpMAIUH;

o BO3MO>KHbIE 00BEKThI BO3JICHCTBHS yrpo3 6€30MacHOCTH HH(POPMAIHH;
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o UCTOYHHUKH YIpo3 0€30MacHOCTH HH(POpMAIIHH;

o crocoObl  peanu3anuv  (BOSHUKHOBEHHS) yrpo3  0e30MacHOCTH
uHpopmaruy;

o aKTyaJbHbIE YTPO3bl O€30MACHOCTH HH(OPMALIUH.

JlommyckaeTcs pa3paboTKa Kak 0JIHOM MOJIEH YTPpo3, BKIIOYAIOIIEH B ceOst Bce
UH(POPMALIMOHHBIE CUCTEMBI MEPCOHATBHBIX JaHHBIX, TAK U OTACIBHBIX MOJENEH
yrpo3 Ajs Kaxka0i HHPOPMAIIMOHHON CUCTEMBI IEPCOHATIBHBIX TaHHBIX.

4.3 Omnpeaesjenne ypoBHs 3aIMIIEHHOCTH HHGOPMALMOHHBIX CHCTEM
MEePCOHAJbHBIX JAHHBIX

st kaxknoi MHGOPMAIMOHHONW CHUCTEMBI MEPCOHAIBHBIX JAHHBIX JIOJDKEH
OBITh ONPEIEIICH YPOBEHb 3alIUIEHHOCTH NEPCOHANBHBIX JaHHBIX. [lns ero
orpeaeneHus] HEoOXOMUMO B OTHOIICHWU KaXKIOM MH(POPMAIMOHHON CHCTEMBI
YCTAaHOBUTh THUIl HMH(POPMAIIMOHHOW CHUCTEMBI MEPCOHANBHBIX JJAaHHBIX, BH]
00paboTKH MO (QopMe OTHOLIEHUH MEXKIYy CYOBEKTaMH U HETrOCYAapCTBEHHBIM
NEHCHOHHBIM (POHIOM, KOJIMYECTBO CYOBEKTOB, a TAKXKE TUI YTPO3 aKTYyaIbHBIX JIJIs
UH(POPMALIMOHHON CUCTEMBI.

B 3aBucuMoctH OT Kareropud oOpabaThIBAEMBIX I KaXIOM
MH(POPMALIMOHHON CUCTEMBI IEPCOHAJIBHBIX JAHHBIX JIOJIKEH ObITh ONPEIeNICH OUH
U3 CJEIYIONINX THIIOB!

o nHpopMarimoHHass  cuctema, oOpabarpIBarolias  CHCIHATbHbBIC
KaTeropuu MepCOHaIbHBIX TaHHBIX;

o uHpopMaliMoHHasi cucTtema, oOpabOaThiBaroIas OHOMETPUUECKHUE
NEPCOHAJIbHBIE TAHHBIE;

° nHpopMariMoHHass cHcTeMa, oOpabaThIBaromIasl OOIIEIOCTYITHBIC
NEpCOHAbHBIC TAHHBIC;

o uH(pOpMaAIMOHHAsT CHUCTeMa, oOpabaTbiBalOIas WHbIE KaTEropuu
MIEPCOHAJILHBIX JTAHHBIX.

Jlns kaxaoM MH(MOPMAIIMOHHOW CHCTEMBI NMEPCOHAIBHBIX JTAHHBIX JOJKHA
OBITH OTpeseneHa GpopMa OTHOIICHUA MEXIy HErOCyIapCTBEHHBIM MEHCHOHHBIM
dbonmoM U cyObekTamu, o0Opa0OTKa TMEpPCOHANBHBIX JIAHHBIX KOTOPBIX
OCYIIECTBIISIETCS:

o 00paboTKa MepCOHAIbHBIX JAHHBIX PAOOTHUKOB HETOCYIAPCTBEHHOTO
MIEHCUOHHOTO (POH/IA;

o 0o0paboTKa TMEepPCOHAIBHBIX JIAHHBIX CYOBEKTOB, HE SIBIISIOIIUXCS
paboTHUKAMU HETOCYJapCTBEHHOTO IEHCHOHHOTO (POH/IA.

Ecnu B uHpOpMaLInoOHHOM cCUCTEME IEPCOHANIBHBIX TAHHBIX 00pabaThIBAIOTCS
NEpCOHANbHbIE  JaHHbIE  CYOBEKTOB, HE  SIBISIIONIMXCA  paOOTHUKaMU
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HETOCYyJIapCTBEHHOI'O IIEHCUOHHOTO (hOHAa, HEOOXOIUMO ONPEIENIUTh KOJIUYECTBO
CyOBEKTOB, UbH MEPCOHATLHBIC JAHHBIE 00pa0aTHIBAIOTCS:

o menee 100 000 cyObeKToB;

o 6omee 100 000 cyOBeKTOB.

Jlia kaxaoi MHPOPMALMOHHON CHCTEMBI MEPCOHAIBHBIX JAaHHBIX JOJKEH
OBITh ONPEJIETEH TUI AKTYAJIbHBIX YIPO3:

o yrpo3sl 1-ro Tuma cBsI3aHbl C HAJIWYUEM HEJOKYMEHTHMPOBAHHBIX
(HeeKIapUPOBAHHBIX) BO3MOXKHOCTEH B CHCTEMHOM MPOrPaMMHOM OOECIICUEHHUH,
UCIIOJIb3YEMOM B HH()OPMALIMOHHOW CUCTEME MEPCOHATIbHBIX IAHHBIX;

o yIpo3bl 2-TO THUIA CBA3aHbl C HAJIMYUEM HEIOKYMEHTHPOBAHHBIX
(HeIeKJIapupOBaHHBIX ) BOBMOYKHOCTEH B MPUKJIIATHOM ITPOrPaMMHOM 00€CIIEUEHHUH,
UCIOJIb3yEMOM B HH(POPMALIMOHHOMN CUCTEME NEPCOHATBHBIX JaHHBIX;

o yIpo3bl 3-TO THIIA HE CBA3aHBI C HAJIUYMEM HEIOKYMEHTHPOBAHHBIX
(HeeKIapUpOBAaHHbBIX ) BO3MOXKHOCTEHN B CHCTEMHOM U IPUKJIATHOM IIPOrPaMMHOM
00eCreYeHNH, HCIOJIb3yeMOM B HWH(GOPMALMOHHONW CHCTEME IEpPCOHAJIBHBIX
JTAHHBIX.

Hanuuwne aKTyaJbHBIX yIpo3, CBSA3aHHBIX C HaJIU4YHEM
HEJOKYMEHTHUPOBAHHBIX (HEJIEKIAPUPOBAHHBIX ) BO3MOKHOCTEN B CUCTEMHOM JIMOO
NPUKIAAHOM MPOrpPaMMHOM OOECII€YEHUH OIpEAEISIeTCsl Ha 3Tane OLUEHKH yrpo3
0€30MacCHOCTH TNEPCOHAIBHBIX JAHHBIX C YYETOM OLIEHKM BO3MOXKHOTIO Bpena.
Omnpenenenre ypoBHS 3alIMIIEHHOCTH MEPCOHAIbHBIX JAHHBIX JIOJKHO OBIThH
0o OpPMIIEHO TOKYMEHTAIBHO.

4.4 TlpumMeHeHHe OPraHU3allMOHHBIX M TEeXHHYECKHX Mep IO
o0ecneyeHHI0 0€30MMACHOCTH NEPCOHAJBHBIX JAHHBIX NMPH UX 00padoTKe B
MH(OPMALMOHHBIX CHCTEMAX NMEPCOHAIBbHBIX JAHHBIX

Mepsl o oOecnieueHnto 6€30MacCHOCTH MEPCOHANBHBIX JAHHBIX PEaTU3yIOTCS
B paMKax CHUCTEMbI 3aIIUThl NEPCOHANBHBIX JaHHBIX MHQOPMAIIMOHHON CHUCTEMBbI
NEPCOHAIBHBIX TAHHBIX, CO37aBaeMON B COOTBETCTBUH C TpeOOBaHUSIMHU K 3allUTe
MEPCOHANBHBIX JAaHHBIX MPU HX 00paboTke B WHGOPMAIMOHHBIX CHCTEMax
NEPCOHANBHBIX JaHHBIX, yTBepkAeHHbIMU IlocranoBnenuem IlpaBurenscTBa
Poccuiickoit ®eneparuu ot 1 HosiOpst 2012 Ne 1119, u gomxHBI ObITH HAITPaBJICHBI
Ha HEWTpalM3alMI0 aKTyalbHBIX yIrpo3 O€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX.
[Toctanosnenne IlpaBurensctBa Poccuiickoit ®denepanuu ot 1 HOsO6ps 2012 Neo
1119 ycranaBnuBaeT TpeOOBaHUS K 3aIUTE MEPCOHAIBHBIX JAHHBIX B 3aBUCUMOCTH
OT YpOBHS 3alllMIIEHHOCTH IEPCOHANBHBIX JAaHHBIX MPH HUX 00pabdoTKe B
UH(POPMALIMOHHBIX CUCTEMAX, IpeacTaBieHHbie B Tabmuie 1.

Tabnuma 1 — TpeGoBaHus K 3aIIMTE EPCOHAIBHBIX JaHHBIX

‘ TpeboBanus K 3aMKUTE TEPCOHATBHBIX JaHHBIX ‘ YpOBHM 3aLUIIEHHOCTH NEPCOHATBHBIX ‘
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JaHHBIX

4
YpOBEHb

3

YpOBEHb

2

YpOBEHb

1
YpOBEHb

OpraHu3aius pexuma obecrnieueHus

0€30IaCHOCTH ~ TOMEIIEHHH, B  KOTOPBIX

pasmenieHa — WMH(POPMALMOHHAS
MPETSATCTBYIOIIETO
HEKOHTPOJHMPYEMOTO  MPOHUKHOBEHUS
npeObIBaHUS B JTUX IOMEUICHUSAX JIUI, HE

HMCIOIUX ITpaBa AOCTYIIA B 3TH IIOMCHICHUA

cucTeMa,
BO3MOYKHOCTH
WA

+

+

+

+

obecrieueHue COXpPaHHOCTH HOCHUTENCH

MEPCOHAIBHBIX JaHHBIX

YTBEP)KJICHHE  PYKOBOIUTEIEM  OIepaTropa
JTOKYMEHTa, OIPEIENAIONEro IepedeHb JIHII,
JOCTYIl KOTOPBIX K TIEPCOHAIBHBIM JIaHHBIM,
oOpabaThIBacMbIM B nH(pOpMaAITMOHHOM
cUCTEeME, HEOOXOJMM JJIsi BBITOJHEHHS WMHU
CIIy>kKeOHBIX (TPYIOBBIX) 00sI3aHHOCTEN

WCIIOJIB30BaHUE CPEJICTB 3aIIUTHI HH(OpPMAIIH,
MPOLIEAINX IPOLEAYPY OLEHKH COOTBETCTBUSL
TpeOOBaHUsIM 3aKOHOAATeNbCcTBa Poccuiickoi
Oenepaniun B obmacth  obecrieueHus
Oe3omacHOCTH MH(pOpMAIUH, B ciydae, Korja
MPUMEHEHHUE TaKUX CPEACTB HEOOXOIUMO s

HeﬁTpaJ'IPBaHPIPI AKTYaJIbHBIX YI'PO3

Ha3HA4YeHHE JOJDKHOCTHOTO JuIla (pabOTHHKA),
OTBETCTBEHHOTO 3a 00ecrieueHne 0€30IaCHOCTU
MEPCOHANBHBIX JAaHHBIX B HH(POPMAIMOHHOMN
cucTeme

JIOCTYT K COACPKAHUIO IIEKTPOHHOTO KypHala
COOOIIEHUH  JOJDKEH  OBITh ~ BO3MOXKEH
HCKJIIOUHUTENIBHO IS  JOJDKHOCTHBIX  JIHIT
(paboTHHUKOB) oreparopa WIH
YIIOJITHOMOYEHHOTO JIMIA, KOTOPBIM CBEIACHUS,
comepxammecs: B KypHaie,
HEOOXOIUMBI [IJIi  BBITIOJIHEHHS CITY>KEOHBIX

yKa3aHHOM

(TpylOBBIX) 00s13aHHOCTEN

aBTOMAaTUYeCKas PErucTpalusi B 3JIEKTPOHHOM
KypHaie 0e30macHOCTH MU3MEHEHUs
MOJTHOMOYMH  COTpPYyJIHHUKA OIeparopa Mo
JOCTYILY K MePCOHATBHBIM
coJiep>KaluMcs B UH(POPMALIMOHHOW CUCTEME

JaHHBIM,

CO3JIaHHE  CTPYKTYPHOTO  TIOJpa3iciicHus,
OTBETCTBEHHOI'O 3a 00ecreyeHne 0e30MacHOCTH
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MEPCOHANBHBIX JIAHHBIX B HH(POPMAIMOHHON
cucTteMe, MO0 BO3JIOKEHHE HAa OJHO U3
CTPYKTYPHBIX IOJApa3feiecHnid (QyHKIUH 10
o0ecIeyeHnIo TaKol 0€30IMacHOCTH

[locne omnpenenenuss TpeOOBaHMI K 3alIUTEe IEPCOHANBHBIX JIAHHBIX
OCYIIECTBIISIETCS] BBIOOP MEP 3alUThl THGOPMAIUH, HEUTPATU3YIOIINX aAKTyaJIbHbIE
yrpo3bl 6e3omacHocTr. COCTaB M CoZIep )KaHUEe Mep TI0 00eCTICUeHUIO 0€30MacHOCTH
NEPCOHANBHBIX JTaHHBIX, HEOOXOJUMBIX I OOECIeUeHUsl KaKJ0ro U3 YpOBHEU
3AIMILEHHOCTH MEPCOHANIBHBIX JAHHBIX, yCcTaHOBIEHHI B [Ipukaze ®CTOK Poccun
or 18 d¢espams 2013 No 21 «OO0 yrtBepxkaeHun CoctaBa W COJEpKaHUS
OpPraHM3allMOHHBIX M TEXHUYECKUX Mep IO O0ecneueHur0 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MPU HX 00paboTke B WHGOPMAIMOHHBIX CHCTEMAaxX
nepCoHaNBHBIX JaHHBIX)» (nanee — [Ipukaz ®CTIK Poccun ot 18 denpais 2013 No
21).

Meppl no obecniedeHH0 0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX JOJIKHBI
pEaNn30BBIBATHCA B TOM YHCIIE MOCPEACTBOM NPUMEHEHUS B MH(OPMAIMOHHOU
CUCTEME CPEJICTB 3alUThl MH(OPMALUH, NPOLIEAIINX B YCTAHOBIEHHOM OPSJIKE
IPOLEypy OLIEHKH COOTBETCTBUS, B CIydasx, KOI/a IPUMEHEHHUE TAKUX CPEJCTB
HEOO0XO0UMO JJIsl HEUTpanu3aliu akTyallbHbIX YIPO3 0€3011aCHOCTH EPCOHAIbHBIX
JTAHHBIX.

B cityqae npuMeHeHUsT KOMIIEHCHUPYIOIUX MEP B COOTBETCTBUU ¢ [Ipukazom
OCTIK Poccun ot 18 despans 2013 Ne 21 B cucteme 3amuThl MEPCOHATBHBIX
JAHHBIX JTOJDKHO OBITH MPOBEIEHO 0OOCHOBAHME MPUMEHEHHUS KOMIEHCUPYIOIINX
Mep s obecrieueHus O€30MacCHOCTH TMEPCOHAIbHBIX NaHHBIX. sl Takux mep
JOJDKHA IPOBOJUTHCS OLEHKA JOCTATOYHOCTH X IPUMEHEHUS.

[Tpu HEOOXOIMMOCTH HUCIIOJIB30BAHUS CPEICTB KPUNTOrPaPUUECKOM 3aIUThI
uHdopmaruu Il oOecriedeHus  O€30MAaCHOCTH  MEPCOHANBHBIX  JAHHBIX,
HEOOXOJMMO pealin30BaTh pPsii MEp MO 3aumre MHGOPMALUU U OCYIIECTBIISATH
BBIOOp Takux cpenctB B cootBercTBHHM ¢ [Ipukazom @CB Poccun ot 10 urons 2014
Ne 378 «O6 yrtBepxknenun CocTaBa W COAEpPKAaHUA OPraHU3aALMOHHBIX U
TEXHUYECKUX MEP MO 00ecreyeHnto 0€30MacHOCTH NEPCOHANBHBIX TAHHBIX MPU UX
o0paboTke B  HHQPOPMAIMOHHBIX CHCTEMax [MEpPCOHAJIBHBIX JaHHBIX C
UCIIOJb30BaHUEM  CPEACTB  Kpunrorpaduyeckoil  3ammrTbl  MHGOpPMALUH,
HEOOXOMMBIX JUIsl BBIIOJIHEHHs ycTaHOBICHHBIX [IpaBurenbctBoM Poccuiickoit
®enepanu TpeOOBaHUM K 3alllUTE NEPCOHANBHBIX JaHHBIX IS KaXKIOro W3
ypoBHel 3amuiieHHocTH» (nanee - Ilpukaz ®Cb ot 10 uroms 2014 Ne 378),
KOTOPBbIN yCTaHABIMBAET TPeOOBAaHUS B 3aBUCHMOCTH OT YPOBHS 3alMILEHHOCTH
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NEPCOHAIBHBIX JTAHHBIX W THUIA aKTyalbHBIX YIpO3 MHPOPMAIMOHHON CHUCTEMBbI
NepCcoOHANbHBIX JaHHbIX. [locne ompenenenus U BbIOOpa Mep MO OOECIICUEHUIO
0€30IaCHOCTH  MEPCOHAIBHBIX  JAHHBIX, MNOJJIEXKAIIUX  pealn3alud B
UHPOPMALIMOHHON CHCTEME, JTOJDKHBI OBITh OMpENElIeHbl METOABl M CPEJICTBAa MX
peanmnzanmu. Ilocme 3TOro HEOOXOIMMO  OCYHIECTBUTH BHEIPEHHUE MEP
BbIOpaHHBIMU METOJJAMU U CPEICTBAMH.

Ha srane BHenpeHHs] CHUCTEMBl 3alUTHl MEPCOHAJIBHBIX JAHHBIX JOJIKHBI
OBITh POBEACHBI CIAEAYIOLIUE MEPOTIPUATHS:

® OCYUIECTBIISIETCS 3aKYIlKa, YCTaHOBKAa M HACTpOMKa NpPOTPaMMHBIX U
TEXHUYECKUX  CpPEJCTB  3allMThl MH(OpPMAMU  COTJACHO  TpeOOBaHUSIM,
OIIPEJEIICHHBIM B IIPOEKTHOM TOKYMEHTALUN;

® YTBEPKAAIOTCS U BBOAATCS B ICMCTBUE JIOKAJIbHBIE AKThI, ONPEAEIAIOIINE
TpeOOBaHUS U MOPSAOK ACUCTBUN MO 0OECIIEUEHUI0 OE€30MMaCHOCTH NEPCOHAIBHBIX
JAHHBIX;

® I[IPOBOAMUTCA HHCTPYKTAXK PAOOTHUKOB, YYacTBYIOIIMX B 00paboTKe U
obOecnieueHnn O€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX. B KauecTBe MHCTpyKTaxka
MOXXET BBICTYIIaTh O3HAKOMJICHHE C YTBEPXKICHHBIMU  OPraHU3alMOHHO-
pacrnopsiANTEIbHBIMU JOKYMEHTAMU, PETJIaMEHTUPYIOIIMMHU BOIIPOCHI 00eCIeUeHUs
0€30MacHOCTH MEpPCOHANbHBIX JaHHBIX, & TaKXKe WHbIe (QOPMBI JOBEACHHUS
HE00X0AMMOW HH(OpMaLUK.

Ecnim npu BHEIpEHWHM CHUCTEMBI 3alUTHl  OCYIIECTBISIIOTCA MPUEMO-
CHATOYHBIE MCHBITAHUS, HMX PE3yJIbTaTbl OQOPMIIAIOTCS COOTBETCTBYIOIIMMH
IIPOTOKOJIAMH U aKTaMH.

45 IlpumeHeHHWe MpoUIeJININX B YCTAHOBJICHHOM NOPsiAKe NPOLEAypPY
OLICHKH COOTBETCTBHS CPEACTB 3aIIUTHI HH(POPMALHMHU

[Ipy npUMeHEHHH CpEeACTB 3aliuThl HHGOpMaUUu JJs oOecreyeHus
0€30MacHOCTH MEPCOHANIbHBIX JAHHBIX B OTHOILIEHWH HUX JIOJKHA OBITh MPOBEJEHA
npolielypa OLIEHKU cOOTBETCTBUS. [loATBEpKIeHNE TPOBECHUS TAKOM MPOLIe Ty Pl
JOJKHO OBITh TPEOCTaBICHO B BUAE cepTU(HKATA COOTBETCTBHS, BBIIAHHOIO
OCTIK Poccun mwnu ®Cb Poccuun, wim B BHUIE HUCMIBITAHUNA, IPOBOJUMBIX
OIIEpaTOPOM CaMOCTOSITEIbBHO WM C NPUBJICYEHUEM OpraHU3alUU-JIHIICH3NAaTa
OCTOIK Poccun 1o TeXHUYECKOH 3auTe KOHGUACHITMATHHOU HHPOPMAIIHH.

B orHomeHun cpenctB kpunrorpaduyeckoil 3ammTbl  MHGOPMAaLHUU
[Tpukazom ®CB ot 10 urons 2014 Ne 378 npeaycMOTpeHO MOATBEPKICHUE OIICHKU
COOTBETCTBUSl HCKIIOUHMTENbHO B Buie Hamuuusi ceprudukara OCh Poccun,
YCTAHABJIMBAIOLIETO 3aJJaHHbIN KJIacC KpUIITOrpapuuecKoro CpecTna.

4.6 Yder MAIIMHHBIX HOCHTEJIEH MePCOHAIBHBIX JTAHHbBIX
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HerocynapcTBeHHbIe NEHCHOHHBIE (DOHIBI 00sA3aHBI OCYILIECTBISATH Y4YET
MalIMHHBIX HOcUTeNnerd nHpopManuu. K HUM OTHOCATCS KaK Chb€MHbIE MAIIMHHbIE
HOCUTEIN UHPOPMAIIUH, TaK U HOCUTENU MHPOPMAIIUH, TTOCTOSTHHO pa3MelacMbie
B TEXHUYECKUX  cpeiacTBax  oOpaboTkm  wmHpopMammm  (cepBepax U
aBTOMAaTU3UPOBAHHBIX pab0OYMX MECTax MOJb30oBaTeNeit). JlomyckaeTcsl yauThIBaTh
MallMHHbIE HOCHUTEIM B COCTaBe CcepBepa WIM paboyero Mecra, €clu
TEXHOJIOTMYECKUM IpoleccoM o0pabOoTKu HMH(pOpMalMM HE MpeaycMaTpUBaeTCs
U3BJICUEHHE TaKuX Hocutenei. s yueta He0OX0IMMO MPUMEHSTh OYMaXKHBINA WIN
AIIEKTPOHHBIN JOKYMEHT, B KOTOPOM OyayT 3a(puKCUpOBaHBI
WHBCHTApHBIC\CEPUITHBIE HOMEpa MAIIMHHBIX HOCUTENeH WH(GOpMAH WIH
TEXHUYECKUX CPEJCTB 00pabOTKN MH(POPMAIIIH.

4.7 OOHapykeHHe HHIMJAEHTOB HH(OPMALMOHHO 0€30MaCHOCTH

HerocynapcTBeHHbIH =~ NEHCHOHHBIM ~ (OHA  00s3aH  OCYILECTBIATH
oOHapyXeHHE MHIUACHTOB MHPOPMALIMOHHON 0e30nmacHOCTH ¥ UH()OPMHUpPOBaHUE
O HUX B COOTBETCTBHH C IIyHKTOM 3.4 HAacTOSALIErO BHYTPEHHETO cTaHaapTa. B atux
HeNsX JOJDKEH OBbITh pa3palOoTaH JOKAIbHBIA aKT, PErIAMEHTHPYIOIIUNA TOPSIOK
OOHapy’KEeHHs U pearupoBaHus Ha MHUUJIEHTHI 0€30MaCHOCTH.

4.8 BoccraHoB/ieHHe TEPCOHAJIBHBIX JAHHBIX, MOAUG(UIMPOBAHHBIX
WM YHHYTOKEHHBIX BCJIEACTBHE HECAHKIIMOHUPOBAHHOIO JOCTYNIA K HUM

ObecrieyeHre BO3MOXKHOCTH BOCCTAHOBJIEHHMS TNEPCOHAJIBHBIX JAHHBIX
JOJDKHO OCYILIECTBIISITHCSI HETOCYJapCTBEHHBIM IE€HCHOHHBIM (OHIIOM IyTEM
pErjlaMEeHTally U PealIn3aliu IPoLEecca PE3EPBHOTO KOMPOBAHUS EPCOHATIBHBIX
JAHHBIX, 00padaThIBa€MbIX B MHPOPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX JAHHBIX.

HerocynapcTBEHHbIM TEHCHOHHBIM (POHIOM JIOJDKHA 00€eCreynBaThCs
0€30MacHOCTb PE3EpPBHBIX KOIMHM, MpeaycMaTpuBaroniasi B TOM YUCJIE HAIMYUE HE
MEHee JIByX KOMHUI JaHHBIX (OCHOBHAs M HE MEHEE OJIHOM Pe3epBHOM), XpaHUMBIX
110 HE MEHEE JIBYM Pa3HbIM aJpeCcaM.

4.9 ¥YcraHoBJIeHHEe NPABWI J0CTYNA K MEePCOHAIBHBIM JTAHHBIM

HerocynapcTBeHHBI TICHCHOHHBIA (OHA 00s3aH ONPENCTUTH TMOPSIAOK
NPEIOCTABIICHUS TpaB JOCTyNa K MEPCOHAJIbHBIM JIaHHBIM, 00pabaThIBAEMbBIM C
NPUMEHEHUEM CPEJCTB AaBTOMATH3AlMU IyTEM W3JAHHUS COOTBETCTBYIOLIETO
JIOKAJBHOTO aKTa, a TakXKe MyTeM pean3allii W/WiIM NPUMEHEHHUS MEXaHHU3MOB
pasrpaHu4eHUs] JTOCTYIA, €CJIM HW3JIaHHBIM JIOKAJIbHBIM aKTOM MPETyCMOTPEHBI
pa3nu4HbIC YPOBHH JOCTYIIA.

4.10 Peructpanusi JeiicTBHii, OCyHIECTBJISIEMbIX C IEPCOHAIbHBIMH
JAHHBIMH

HerocynapcTBeHHbIN MeHCUOHHBINA (HOHA 00s13aH 00ECTIEUYUTh PETUCTPALIUIO
U y4yeT BCEX JEWCTBHUM, COBEpPUIAEMBIX C IIEPCOHAJIBHBIMM [AHHBIMU B
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MHPOPMALIMOHHOM CHUCTEME MEpPCOHAIBHBIX JAHHBIX II0Jb30BATEISIMU TAKHX
cucteM. Perucrtpaums AelcTBUI JODKHA OBITH pealnu30BaHa BCTPOEHHBIMH
CpeACTBaMU HPOrPaMMHOTO OOECleYeHMs, HUCIOIb3yeMOro maiasi o0paboTKu
NIEPCOHAJBHBIX  JAHHBIX, WA  HAJIOKECHHBIMM  CPEACTBAMHM  3AIlMTHI,
00eCreunBAIOIIMMHU PETUCTPALIUIO YKA3aHHBIX AEHCTBUM.
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5 KoHTpoJib BBINOJIHEHUSI TPeOOBAHMH 1O 00pPadOTKe M 3amIUTe
MEePCOHAIBHBIX JAHHBIX

5.1 Omnenka 3(pQeKTUBHOCTH NPUHMMAEMBIX Mep IO o0ecre4YeHHI0
0€30IaCHOCTH NMEePCOHATbHBIX JAHHbBIX

B cootrBerctBuu ¢ Ilpukazom @CTIK Poccuu ot 18 deppans 2013 Ne 21,
HErocyJapCTBEHHbIN IEHCUOHHBIN (OHA 00s513aH TPOBECTH OIIEHKY d(PPEKTUBHOCTU
MPUMEHSIEMBIX MEp MO O0ECNeYeHUI0 0e30MacHOCTH MEPCOHATBHBIX AAHHBIX IS
KKJ0M MHGOPMAIIMOHHONW CHUCTEMbl MEPCOHAIBHBIX JAHHBIX (Jajiee — OIleHKa
spdpexktuBHOCTH). Onenka SPQPEKTUBHOCTH  MPOBOIUTCS TMEpel  BBOAOM
WH()OPMAIIMOHHOW  CHUCTEMBl TIE€PCOHAJBHBIX JAHHBIX B  MPOMBIILIEHHYIO
AKCIUTyaTalMIO ¥ PETYJIIPHO B IIPOLIECCe IKCILTyaTaluu He pexe 1 pasza B 3 rona.

Onenka 3(hPeKTUBHOCTH MOXKET MTPOBOAUTHLCS B ClIEAYIOMMX (popMax:

o COOCTBEHHBIMHU CHJIAMHU:

o B (Qopme mNpUEMO-CIATOUHBIX MCIBITAHUA Mep oOecrneueHus
0€30MacHOCTH EPCOHAIBHBIX IaHHBIX, IPETYCMOTPEHHBIX TEXHUUYECKUM 3aJaHUEM
(4aCTHBIM TEXHUYECKUM 3aJJaHUEM) Ha CHUCTEMY 3aIUThl MEPCOHAIBHBIX AAHHBIX
OLICHMBAEMOI HHPOPMALIMOHHOIN CUCTEMBI IEPCOHAIBHBIX JIaHHBIX;

o B (opMe aHanmza 3aIUIIEHHOCTH WHOOPMAIMOHHOW CHCTEMBbI
NIEPCOHAIBHBIX JaHHBIX;

o B (popMe OlIEHKH (CaMOOIIEHKH) COOTBETCTBUS,

o B MHOUW (opme, He MpOoTHUBOpedalleld TpeOOBaHUSM HOPMATHUBHBIX

JIOKYMEHTOB B 001acTH obecriedeHus: 0€30MacHOCTH HH(OpMaLUK.

° C IIPUBJICUCHUEM TOAPSTIUKOB:

o B ¢opme arrectaruu (IIPH ATOM MOJPSIYUK JOJDKEH o0JIagaTh
mnensnern  OCTOK Poccum Ha JeATENbHOCTH II0 TEXHHYECKOM  3alluTe
KOH(DUICHIIUATHEHON MH(POPMAIIMH C Pa3pPEIICHHBIM BUJIOM JICSITEIIBHOCTH - pabOThI
U YCIYTM MO aTTECTAI[MOHHBIM HCIBITAHUSIM W aTTeCTalldd Ha COOTBETCTBHUE
TpeOOBAHMM 1O 3alUTe UH(DOPMALIMK CPEACTB U CUCTEM MHPOPMATHU3AINN);

o B (¢opMme aHadu3a 3alUIIEHHOCTH WH(MOPMAIIMOHHOW CHUCTEMBbI
MEePCOHATBHBIX JIAHHBIX (MIPU ATOM MOAPSAYMK TOJDKEH oO0JajaaTh JUIEH3UEH
OCTOK Poccum Ha AesATEIbHOCTH 1O TEXHHUYECKOM 3amuTe KOH(PUACHIIHAIbHON
uH(OpPMAIIUU C Pa3PEIICHHBIM BUIOM JEATEIBHOCTH - YCIYyTU IO KOHTPOJIO
3AIMIICHHOCTH KOH(PUISHIMAIBHON HWH(QOpMAMK OT HECAaHKIIMOHHPOBAHHOTO
JIOCTYTIA U €€ MOIU(HUKAIIMK B CPEACTBAX U CHUCTeMax MHPOPMATH3AIINN );

o B (QopMe OICHKM COOTBETCTBUSI (MPH 3TOM TMOAPSIUYMK JOJIKEH
oOnamare nurensueit PCTOK Poccun Ha AesITENBLHOCTH MO TEXHUYECKOM 3aIUTE
KOH(pUACHIIMATbHOW HH(pOpMAIMM C pa3pelieHHBIMU BHAAMHU JEATEIbHOCTH,
MPEAYCMOTPEHHBIMU IMYHKTaMU «O», «a» wiu «e» nyHkra 4 IlomoxeHus o
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JUIEH3UPOBAHUU JCSATEIBHOCTH IO TEXHMYECKOW 3alluTe KOH(PUACHIIMAIbHOU
uHpopManmu, yrBepkiaeHHoro IlocranoBnenuem IlpaBurensctBa Poccuiickoii
®enepanuu ot 3 despanst 2012 roga No79 «O nurieH3upoBaHUH IEATETLHOCTH TI0
TEXHUYECKOH 3aIuTe KOHPUICHIINATLHOU HHPOPMALIAN»);

o B MHOU (opme, He MNpoTUBOpeyaleld TpeOOBaHUSM HOPMATHUBHBIX
JIOKYMEHTOB B 00J1aCTH o0ecriedeHus: 6e30macHOCTU HHOpMaIUu.

Pesynbrarhl OLEHKHM S(P(GEKTUBHOCTH JIOJDKHBI OBITH  3a(UKCUPOBAHBI
JIOKYMEHTAJIBHO.

5.2 KoHTpoJb M ayIUT COOTBETCTBHUSI OOPa0OTKH NEePCOHAJbHBIX
JAHHBIX

5.2.1 KoHTposb cooTBETCTBUS 00pabOTKM NMEPCOHANBHBIX JaHHBIX

B cootBercTBHM ¢ myHKTOM 4 yactu | ctateu 18.1 @enepanbHoro 3akona No
152-@3, oneparop 00s3aH OCYLIECTBJIATh BHYTPEHHUI KOHTPOJb U (WIK) ayAuT
COOTBETCTBHS 00pabOTKU NEPCOHAIBHBIX AaHHbIX DenepaibHOMY 3akoHy Ne 152-
®3 ¥ OpUHATBIM B COOTBETCTBUM C HUM HOPMAaTHBHBIM IIPABOBBIM aKTaM,
TpeOOBaHUAM K 3alllUTE€ MEPCOHAIBbHBIX JAHHBIX, [OJUTUKE oOIepaTopa B
OTHOUIEHUH 00pabOTKH MEPCOHANBHBIX JAHHBIX, JOKAJIbHBIM AKTaM OIEepaTopa.

BHyTpeHHUIl KOHTPOJIb COOTBETCTBUSA OOpPAOOTKH MEPCOHANBHBIX JTAHHBIX
00s13aH OCYIIECTBIISIET OTBETCTBEHHBIN 32 OpraHu3aIiio 00padOTKH NepCOHATbHBIX
JTAHHBIX.

JUis mpoBeleHUsT BHYTPEHHUX IMPOBEPOK JODKHBI OBbITh OINpeAeeHbI
HanpasiaeHus (IpeaMeTsl) KOHTpoJA. POpMBl IPOBENECHNS BHYTPEHHETO KOHTPOJISA
OIPEIENSIETCS HErOCyIapCTBEHHBIM IEHCUMOHHBIM (DOHIOM CaMOCTOSATEIBHO.

BHyTpenHue npoBepku TpedyeTcs NpOBOIUTh HE pexe OAHOTO pasza B roa. Ux
pe3ynbTaThl JOJKHBI ObITh O(OPMIIEHBI B BUJE aKTa BHYTPEHHETO KOHTpPOJIS, B
KOTOPBIN BKIIFOUAIOTCS] CBEJICHUS:

L4 O IMPOBCACHHLIX MCPOIPHUATHUAX 110 KOHTPOJIIO,

L4 O BBISIBJICHHBIX HAPYILICHUSIX,

L 0 MCpax, HCO6XOI[I/IMI)IX I YCTPAHCHUA BbIABJIICHHBIX HapymeHI/HZ,

L4 O CTPYKTYPHBIX IOAPA3ACIICHUAX, B ACATCIbHOCTH KOTOPBIX BbIABJICHBI

HapYyIICHUs, U CPOKU UX YCTPAHEHHUS.

Pe3ynbpTaThl BHYTpEHHETO KOHTPOJIS AOKHBI OBITH TOBEACHBI MOJ] MOAIUCH
70 CBEACHHUS PYKOBOAMTENS HErOCYAapCTBEHHOTO MEHCHOHHOTO (POHIA, a Takke
PYKOBOJUTENEH CTPYKTYPHBIX MOAPA3IeICHUN HETOCYapCTBEHHOTO IEHCHOHHOTO
¢doHIa, B 1€ATEIHLHOCTH KOTOPHIX BBISBICHBI HAPYIIICHHS.

OTBETCTBEHHBI 3a OpraHu3aluil 00pabOTKU TNEPCOHAIBHBIX JAaHHBIX
o0ecreurnBaeT XpaHEHHE JOKYMEHTOB 0 pe3yjbTaTaM BHYTPEHHErO KOHTPOJIS HeE
MeHee S JIeT.
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5.2.2 Ayaut

JIyist mpoBeieHUsT ayAnTa MPUBIIEKAIOTCS CTOPOHHUE OPTaHU3AINH (J1ajnee —
ayJIMTOPCKAsi OpraHU3aIysl ), KOTOPbIE:

° saBisaroTces auieH3naraMu @CTOK Pocecnu m @CB Poccun;

° UMEIOT OTIBIT TTPOBEICHUS COOTBETCTBYIOIINX ayAUTOB HE MEHEE 3 JIeT.

B nmoroBope ¢ ayAMTOPCKOM OpraHu3alMed [O0JKHA OBbITh IPOINKCAaHA
OTBETCTBEHHOCThH TEpPEe]l HErOCYAapCTBEHHBIM ITIEHCUOHHBIM (DOHIOM 3a:

° JIOCTOBEPHOCTH BBHIBOJIOB I10 pe3yJibTaTaM ayauTa;

° coboeHue KOH(MUICHIIMAIBHOCTH B OTHOIICHUU BCEX CBEIACHU,
MOJIy4aeMbIX M COCTaBIIIEMBIX B XOJ€ TMPOBEPKH HEroCyJAapCTBEHHOTO
NEHCUOHHOTO (oHJa (32 HUCKIIOYEHHUEM CIIy4aeB, MPSMO MPEedyCMOTPEHHBIX
3aKoHOAATENbCTBOM PD).

[To pe3ymbTaraM ayaWTa HETOCYIAPCTBEHHBIN TECHCHOHHBIA (DOHJ JTOKCH
chopMUpoOBaTh IUTAH YCTPAHEHHUS BBIABICHHBIX ayJIUTOPCKOM OpraHu3aruei
HECOOTBETCTBUH W HA3HAYUTh OTBETCTBEHHBIX 3a BBITIOJTHEHHE MEPONPHUATUN
JIAaHHOT O ITIJIaHa.
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6 3aki0uMTebHbIE MOJI0KEHUSA

6.1 HacTosmmii BHyTpeHHHIA CTaHAAPT BCTYMAET B CUITY CO JHS MPUHITHS
pemienus o ero yreepxkaenun Coetom HAIID.

6.2 l3MeHeHus, BHOCHMBIE B HACTOSIIMA BHYTPEHHHUU CTaHAApT,
BCTYNAIOT B CHJIY 110 UCTEUEHUU JIECATU pabOUuuX AHEH C JaThl UX OMyOJIUKOBAHMS
Ha opunmabHOM caiite HAII® B nHpOpMaImOHHO-TEIIEKOMMYHHUKAITMOHHOMN CEeTH
«HTEpHET.

6.3 B ciyuae usMeHeHHs 3aKoHOjaTenbcTBa Poccuiickoit denepanuu B
o0macti 0OpaOOTKU U 3alIUTHl MEPCOHANBHBIX JAHHBIX HACTOSIIUNA BHYTPECHHHI
CTaHJAPT JACUCTBYET B YACTH, UM HE MPOTUBOPEUAIIEH.
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7 Bubanorpadgusn

Hacrosiummii craHmapT OCHOBBIBA€TCA Ha CIEAYIOIIMX HOPMAaTUBHBIX
JOKyMEHTaXx:

° @enepanbHblii 3akoH OoT 13 wmrons 2015 1. Ne 223-®3 «O
CaMOpETyJIMPYEMbIX OpraHu3anusix B cepe (GUHAHCOBOTO PHIHKAY;

o OenepanbHblii  3akoH ot 7 Mag 1998 r. Ne 75-®3 «O
HETOCYITapCTBEHHBIX MEHCUOHHBIX (hOHAAXY;

o ®enepanbHblil 3ak0H 0T 27 uronst 2006 Ne 152-P3 «O nepcoHAIBHBIX
JTAHHBIX ),

o @enepansubii 3akoH  oT 07 asrycra 2001 Ne 115-®3 «O
NPOTUBOJCHUCTBUM  JIeTaNW3alMyd  (OTMBIBAHUIO)  JIOXOJOB,  IMOJYYEHHBIX
IPECTYIHBIM IyTEM, U (PUHAHCUPOBAHUIO TEPPOPUZMAY;

o Tpynosoii konekc Poccuiickoit @eaeparuu ot 30.12.2001 Ne 197-D3;

o [Toctanosnenue IIpaButensctBa PO ot 01 HOos6pst 2012 Ne 1119 «O6
YTBEPKIECHUH TPeOOBAaHUM K 3alIUTE MEPCOHAIBHBIX JAaHHBIX MPU UX 00pabOTKe B
MH(OPMAITMOHHBIX CUCTEMAX MMEPCOHAIBHBIX TAHHBIX);

o [Tocranosnenue IlpaBurenbctBa P® ot 16 mapra 2009 Ne 228 «O
denepanbHO cityx)0e 1o Ha3opy B cepe CBs3H, MHPOPMAIIMOHHBIX TEXHOJIOTUI
U MAcCCOBBIX KOMMYHUKAITHI;

o [Toctanosnenue IIpaBurensctBa PO ot 15 centsaops 2008 Ne 687 «O6
yTBepxkaeHuu [lonoxennus 00 0COOEHHOCTSAX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
OCYULIECTBIsIEMOI 0€3 UCTIOJIB30BaHMs CPEJICTB ABTOMATHU3AL[UNY;

o [TocranoBnenne IlpaBurensctBa Poccuiickonn ®Penepaunn ot 3
deBpans 2012 roma No79 «O nuIeH3UpPOBAHUU JEATETLHOCTH MO TEXHUYECKOU
3amuTe KOHOUICHIIUATEHON HHHOPMAITII;

o [Tpuka3 Pockomuamzopa ot 24 despains 2021 Ne 18 «O06 yTBepkaeHun
TpeOOBaHUI K COAEPKAHUIO COTJiacusi Ha 0OpaOOTKy MEepCOHANbHBIX JAHHBIX,
pa3pelIeHHbIX CyObEKTOM MEPCOHATBHBIX JaHHBIX JIJISI paCIIPOCTPAHECHUSY;

o [Tpuka3 PockoMmuanzopa ot 28 okta0pst 2022 Ne 179 «O0 yTBep>KaeHUU
TpeOOBAHMM K MOATBEPKACHUIO YHUUTOKEHUS IEPCOHATIBHBIX JaHHBIX»;

o [Tpuka3 Pockomuanzopa ot 27 oktsa0Opst 2022 Ne 178 «O06 yTBep>KaeHUU
TpeOOBaHMI K OIIGHKE BpeNa, KOTOPHIH MOXET OBITh MPUYMHEH CYObhEKTaM
NEPCOHANBHBIX JAaHHBIX B ciaydae HapyweHus @enepanbHoro 3akoHa O
MIEPCOHAIILHBIX JTAHHBIX);

o [Tpuka3z ®CTIK Poccum ot 18 deBpans 2013 Ne 21 «O0 yTBep K AeHUN
CocraBa u cozepkaHUsl OPraHU3alMOHHBIX U TEXHUYECKUX MEp MO 00EeCIeUeHHIO
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0€30MacHOCTH TNEPCOHAIBHBIX JAaHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMAaX MEePCOHAILHBIX TaHHBIX);

o [Tpukaz ®Cb ot 10 urons 2014 Ne 378 «O6 yrBepxkaenun CocraBa u
COJICp)KaHUsl OPraHU3AIMOHHBIX W TEXHUYECKHMX Mep I1I0 00eCleueHuIo
0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B MHGMOPMAIMOHHBIX
CUCTEMaX NEPCOHATBLHBIX IaHHBIX C UCIIOJIH30BAHUEM CPEJICTB KpUNTOrpadudecKoi
3alUThl  MHGOpPMAIMU, HEOOXOAUMBIX JUUISi  BBINOJIHEHUS  YCTAHOBJICHHBIX
[TpaButenscTBOM Poccuiickoit @enepanuu TpeOOBaHMA K 3alUTe MEPCOHATBHBIX
JAHHBIX JJI KaXI0T0 U3 YPOBHEHN 3aIUILIEHHOCTIY;

o «I'OCT P 57580.1-2017. HammonansHblil cTranmapt Poccuiickoit
Oenepanuu. be3onacHocTh (uHAHCOBBIX (OAHKOBCKHMX) omeparuil. 3ammra
uHpopmaiuu (UHAHCOBBIX OpraHu3anuid. ba3zoBblil cocTaB OpraHU3alMOHHBIX U
TEXHUYECKUX MEp», YTBEPXKICHHBIM M BBEACHHBIA B JeicTBue [lpuxazom
Poccrangapra ot 08.08.2017 Ne 822-cT;

o Cranpapt «Cucrema crangaptuzauu HAII®. OcHOBHBIE MTONOKEHUS
(CTO HAII® 1.0-2008)»;
o «MeTtonnueckuid JOKyMEHT. MeToAuKa OIEHKH yIpo3 0e30MacHOCTH

uHpopMmanuny, yreepxaeHabii ®CTOK Poccun 5 pepans 2021;

° «MeTonuueckuid  TOKYMEHT. Mepbl  3amuThl  HHGOpPMAIUU B
rocyJapCTBEeHHBIX MHPOPMAIIMOHHBIX cucTeMaxy, yreepkaeHHbi @CTIOK Poccun
11 deBpans 2014;

° «Pekomenpaiuun B oOmactu craHgaptusaiuu  banka Poccum
«Obecnieuenne UHGPOPMAIMOHHON OE30MACHOCTH OpraHu3aluii  O0aHKOBCKOM
cucteMbl Poccuiickoit ®enepannn. ObecnedueHre UHPOpMaMoOHHON 0€30MaCHOCTH
Ha CTaJUsX )KU3HEHHOTO ITUKJIa aBTOMATU3UPOBAHHBIX OaHKOBCKUX cucteM» PC bP

NBBC-2.6-2014», npuHsThie W BBEJCHHBIC B JelicTBue PacmopsbkeHnem banka
Poccun ot 10.07.2014 Ne P-556.
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